NVR3000Series

User Manual

Release 1.7

<

Uurveon




About This Document

This manual introduces the hardware components of NVR3000 series and

describes how to install them. It also provides an overview of Server surveillance

functionality , and includes the functions of Video Management Software for

operating and monitoring a Server network .

Version History

Version Description Date

1.0 Initial rele ase May 2014

11 Remote Monitoring Modified June 2014

1.2 Phase IlLaunched July 2014

1.3 Enhancement October 2014

1.4 VMS3.1 July 2015

15 Web Client Playback Settings November 2015
SW EC3.3 released August 2016

1.6 Failover/Workgroup VMS October 2016
All VMS/workgroup examples

1.7 SW E@.0 released December 2016
Alarm Rules Modified




All Rights Reserved © Surveon Technolog®120

Copyright Statement

No part of this publication may be reproduced, transmitted, transcribed,
stored in a retrieval system, or translated into any language or computer
language, in any form or by any means, electronic, mechan ical, magnetic,
optical, chemical, manual or otherwise, without the  prior written consent of

Surveon Technology Inc.

Disclaimer

Surveon Technology makes no representations or warranties with respect to
the contents hereof and specifically disclaim any implied warranties of
merchantability or fitness for any particular pur pose. Furthermore, Surveon
Technology reserves the right to revise this publication and to make changes
from time to time in the content hereof without obligation to notify any

person of such revisions or changes. Product specifications are also subject to

change without notice.

Trademarks

Surveon and Surveon logo are trademarks of Surveon Technology Inc. Other
names pr ef NWReahd 08MRD dre trademarks of Surveon Technology

Inc.

Microsoft Windows and Windows are registered trademarks of Microsoft

Corporation.
Linux is a trademark of Linu x Torvalds.

Solaris and Java are trademarks of Sun Microsystems, Inc.

All other names, brands, products or services are trademarks or registered

trademarks of their respective owners.



Table of Contents

ADOUL ThiS DOCUMENT ...vviiiiiiiiiiiiiiiiciiiiiis e aeeeens 2
Version HiStOIY ...t e e 2
Copyright Statemen t.......ccoooiiiiiiiiiis e aeeeeas 3
DISCIAIMEr ..ooiiiiiiiiiiiiiiii s e 3
TrademMarks .....cooooiiiiiiiiiiiiiis e aeeeeeaa 3

Table of CONENES ..ooovvviiiiiiiiiiiiiies eeeeerreeeee e 4

Safety Precautions .........vvviiiiiiiiiis e e, 17

Energy Hazards PreCaution .......ccccccccviiiiiis i 18

Device Installation/Site Selection .........cccoiiiiiiiiiiiiiiies 19

Chapter 1. Product OVEIVIEW ....cocooeeeeiiiiiiiiiiiiiiies eveteeee e 20
1.1 Features and BenefitsS ......cccccciiiiiiiiiiiiiiiiies 20
1.2 Specifications for the NVR3000 SerieS .....ccccccccvviviiiiiiiis e, 21

1.2.1 Hardware Specifications ........ccccccviiiiiiiiiiiicies e, 21
1.2.2 VMS SPECIfICALIONS......uvviiiiiiiiiiiiiiiiiiiiis et 22

Chapter 2. Hardware OVEIVIEW ......ccoviiiiiiiiiiiiiiiiiiiis e 24
2.LFront Panel ....ccooooiiiiiiiiiiiiis e e 24
2.2.RearPanel .....ccccocciiiiiiiis e 25
2.3. Hard Drive DeSIgnation ........cccccoeviiiiiiiiiiiiiis e 27

Chapter 3. Software OVEIVIEW  ...cociiiiiiiiiiiiicvviiiies rereeeve e e e 28
3.1. Software INtroduCtion  .....ccccceeiiiiiiiiiis e 28
3.2. Module Framework .....cccccccciiiiiiiis s 29
3.3. System ArChiteCture .......ccciciiiiiiis e 31

3.3.1. Standalone Server (Client-Server All-in-ON@) .........ccceevviiiieeeenn... 32
3.3.2. Standalone Server + Remote Client (Web Client / SPhone Client) ...... 33
3.3.3. Multiple Servers + SCC ClieNt......ccceeeiiiiiiiiiiiiiiiiiies e 35
3.3.4. Network Requirements ......ccccccevviviiiiiiiiiiiies e 38
OpeniNg POrS.....ccooviiiiiiiiiiiiiiis e e 38
Warnings / PreCautionS........cccccviiiiciiiiiiiiiis e 38

3.4. Port FOrwarding ........cccccccviiiiiiiiiiiies e e 39



3.4.1. Port Forwarding for Accessing VMS Server........ccccoceeeeevviveeeinnn, . 40
Chapter 4. Installation ........cccccoiiiiiiiiiiiiis i e 43
4.1. Bef Ore YOU Start ......ooovviiiiiiiiiiiiis e . 43
4.1.1. Checklist for Operating Environment ..........ccccccvvvviiiiiiiees ceeeen. 43
4.1.2. Checklist for Network Topology .........cccccvvvivimimiiiiiis e 43
4.2. Hard Drive Installation — ......cccccvviiiiiiiiis s 44
4.2.1. Hard Drive Installation Prerequisites .........ccccccvvvviviiiiiiees ceeeen. 44
4.2.2. Inserting Hard Drive into Drive Bracket(s) ...........cccccovvvrieennnnnn. . 44
4.3. System CONNECHONS  ....cvviiiiiiiiiiiiiiiiiiiieeees ettt 48
4.4. Powering up NVR3000 SEMES ..cvviiiiiiiiiiiieeeiiiiiiiee e 49
4.4.1. NVR3000 DeSKIOP SYSIEMS...ccvvvviiiiiiiiiiiiiiiiiiiies e 49
4.5. Logging into NVR3000 SEri€S ......ccoovvviiiiiiiiiiiiiiis e 50
4.6. Run the Install Wizard .......ccccccoiiiiiiies e 51
Chapter 5. Basic System SettingS ..cccooovvveeviiiiiiiiiiiiiiiee i 61
5.1. Storage Management ........ccccccceiiiiiiiiiiiiies e 61
5.2. Add ing Cameras to the SEIVer .....cccccccvvviiiiiiiiiiiieees v, 65
5.2.1. Automatic Scan for Cameras ........cccoccvviveeiiiiiiies e 65
5.2.2. Manually Adding Cameras............cccoviiiiiiiiiiis e 67
5.3. Setting Recording Schedule ........ccccccoeeeeiiiiiiiis e, 69
5.3.1. Recording Schedule........cccccoiiiiiiiiiiiiiiies e, 69
5.4. Setting UP LIVE VIEW  ..ooviiiiiiiiiiiiiiiiiiiis i 71
Chapter 6. LIVE VIEW .covviiiiiiciiiiiiiivviiiies vivveevviii e e et eeee aeeeans 73
6.1. Live Vi ew WIiNdOW OVEIVIEW ......ccccccciiiiiiiiiiiiiies e 73
6.2. VIEW SEIUD oo s e 76
6.2.1. Switching Between Different Screen DiviSiONS .........cccccooeveeeeenee.. 76
Creating and Using New Screen DIVISIONS........ccccooevvvviiiiieevies veees 76
AUtO-TliPPING PAQES ...cooiiiiiiiiiiiiiiiiis e 76
Screen DiviSon Page USE.....ccoocvvviiiiiiiiiiiiiiees e 76
FISNEYE VIEW. ..o iviiiivcriiis it e 77
Fisheye Tracking......cccoccciiiiiiis .79
=T 80



Secondary DiSPlay.......cccccvvviiiiiiiiiiiiis e . 82

6.3. Functiona lity Within VIEWS ... e 83
6.3.1. Object Tracking ........cccoiiiiiiiiiiiiiiis e 83
6.3.2. Digital ZOOM ...ovviiiiiiiiiiciiiiiiiiis e . 84
6.3.3. Instant Playback...........cccciiiiiiiiiies e 85
6.3.4. Manual RECOrdiNg .......ccccoiiiiiiiiiiiiiiiies e 87
6.3.5. OtherS ...oovviiiiiiiiiiiiis e e 88
IMAage SEHiNGS..ccoociiiiiiiiriiieie et —————— e 88
INSErtIMage....coooveiiiiiecciies i e 90

INSEIT HTML s e e, 90
Sendto Large Channel......cccoviiiiiiiiiiiies i, 91
RECONNECE......coiiiiiiiiiiis e e 91
Remove the Camera......ccccccccciiiiiiiiiiies e 92

Keep Video Lergth-Width Ratio / Resize to Fit Window .................... 92
Object Counting (can only be set via remote client) .......ccccccoeeeee. 92

6.4. FUll SCreen VIEW .....ooviiiiiiiiiiiiiiiiiiiiies e . 93
6.4.1. Entering FUll SCreen VIEW ......cccccceeiiiiiiiiiiiiiiiee e, 93
6.4.2. Exiting Full Screen Mode ... s 93
Chapter 7. Server SEtUDP ..ocviivieiiiciiiieeiiiiies eeveeeee e . 94
7.1. SErver SEtliNgS ...ooovvvvviiiiiciiiiieeeeees e e 94
7.1.1. General Server SEttNGS ... e 94
7.1.2. To Perform Notification Setting ......ccccceevvveiiiiiiiiiiiiies e, 97
7.1.3. Scheduling ReCOrding......ccccceeeiiiiiiiiiiiiiiiiies e 100
7.1.4. Storage Management .......cccceeeviviieiiiiiiiiies e 102
7.1.5. Pre/POSt RECOIdING ..covvvviiiiiiiiiiiiiiiiiiiiiies e 105
7.1.6. Individual Schedule ........cccoiiiiis e 106
Chapter 8. Camera SEUP ....ooovvviiiiiiiiiiiiiiiis e 108
8.1. AddING CAMErAS ...ccovviiiiiiiiiiiii e e . 108
8.1.1. Automatic Scan for Cameras .........cccccvvvmviiiiiiies e 108
8.1.2. Manually Adding Cameras............cccoovviiiciiiiiies e 111
8.1.3. Managing GroUP ......ccooviiiiiiiiiiiiiiiis e 112



Add agroup ...............
Rename the group......
Delete the group .......

8.1.4. Search Camera.......

8.2. Camera General Settings ...........ccoevviiiiciinnnns

8.2.1. General Camera SettingsS...........coeevvvevicinnnnne

8.2.2. Edit Camera...........
8.2.3. OSD Settings..........

8.2.4. Privacy Mask Settings..........ccccccvvvvveeeenennnnn.

8.3. Camera Image and Quality Settings

8.3.1. Camera Image SettingsS.........cccccvvvieeeeeeeennnnn.

8.3.2. Advanced Video Settings ...........ccoevvvieiiiiinnnnns

8.4.VISetup ....ooevvvvvveiinennns

8.4.1. Camera Motion Detection .........covevveveeneennennnn.

Configuring and Editing Detection Windows.........

Deleting a Detection Window

8.4.2. Object Motion Detection .............ccceeevveiinnnnne

Enabling or Disabling a Detection.........................

Configuring and Editing Detection Windows.........

Testing Detection WIiNdOWS ...........ccccoveevvevinnnnn..

Deleting a Detection Window

8.4.3. Tampering Detection ........cccccccevvviveeeeennnn.

Enabling or Disabling a Detection.........................

Configuring Tampering Detection .........................

Testing Tampering Detection .........ccccoeevvvviiiiieeens

8.4.4. Forbidden Area Detection ........ccccoevveiieeieenn

Enabling or Disabling a Detection.........................

Configuring and Editing Detection Windows..........

Testing Detection WIiNdOWS ...........ccccoeeeevevinnnnnee.

Deleting a Detection Window

8.4.5. Intrusion Detection

113

. 113

114
115
115

. 118
. 120

123
126
126
129
132
133

.. 133

134
135
135

.. 135

136
136
137
137
137
138
139
139

.. 139

140
140
141



Enabling or Disabling a Detection...........cccovvvviiiciciiiies v 141

Configuring and Editing Detection WindOWS ..............cccovvvveeeennnnns . 141
Testing Detection WINdOWS ........ccoovvviiciiciiiiis e 142
Deleting a Detection WINAOW ......ccccoeeiiiiiiiiiiiiiiiiies e, 143
8.4.6. Virtual FENCE ....ooovviiiiiiiiiiiiies e .. 144
Enabling or Disabling a Detection ......cccccevvvvieeeiiiiiiiiies i, 144
Configuring and Editing Detection WindOWS ..............cccoevvvvevininns . 144
Testing Detection WIiNdOWS ........ccoovvviiiiiciiiiis e 145
Deleting a Detection WiNAOW ........covvvviiiiiiiiiiiiiiiis e 146
8.4.7. Missing Object DetecCtion ......cccccceeiiiiiiiiiiiiiies s 147
Enabling or Disabling a Detection...........ccccovvviiiciciiiies v 147
Configuring and Editing Detection WIiNdOWS ............ccevvviiieeeennnnn. . 147
Testing Detection WINdOWS ..........coovviiiiiiiiiiis e, 148
Deleting a Detection WiNAOW ........ccevvvviiiiiiiiiiiiiis e 148
8.4.8. Foreign Object Detection .........cccccvvviiiiciiiiies e 149
Enabling or Disabling a Detection........ccccoeevvviiiiiiiiiiies eeiiveeenens 149
Configuring and Editing Detection WiNdows..............cccccceveeeveennnn. .. 149
Testing Detection WINOWS .......cooooviiiiiiiiiiiiiiiies i 150
Deleting a Detection WiNAOW .......ccovvviiiiiiiiiiiiiiis evveeiiiieeeennns 150
8.4.9. Tailgating DetecCtion ......ccccccvviiiiiiiiiiiiiies e 151
Configuring and Editing Detection WIiNdOWS ............cccvvvvieeenennnn. .. 151
Testing Detection WINAOWS ......cccccciiviiiiiiiiiiiies eeveeieeeee e, 151
Deleting a DIivIdiNg LiNE ..ocovvviiiiiiiiiiiiecvviiis v e e 152
Enabling or Disabling a Detection...........cccovvvviiiciicciies e 152
8.4.10. GO In/OUt DeteCtion  ......ceeviiiiiiiiiiiiiiiiies e 153
Configuring and Editing Detection Windows ............cccceveeeeeeennnnn. .. 153
Testing Detection WINAOWS .......cooovviiiiiiiiiiiiiiiiies i 153
Deleting a Detection WINAOW .......ccoevviiviiviiiiiiiiis evveviiieeeeennns 154
Enabling or Disabling a Detection........ccccoeevvviiiiiieiicies eiiveeeeens 154
8.5. PTZ SEttiNgS .covvvviiiiiiiiiiiiiiiiiies e s 155

8.5.1. PTZ SEetliNGS....uvviiiiiiiiiiiiiiii s e ... 155



8.5.2. PTZ Preset SettiNgS ....vvvvveeiiiiiiieeeiiiiiiiies e e e
AddiNg @ PreSetl. .t i
Deleting @ PreSet......coovvviiiiiiiiiiiiiiies i

8.5.3. PTZ Patrol SEiNGS....vviiiiiiiiiiiieeeiiiiiiiiie i e e

8.5.4. On-screen PTZ CONtrOIS......covvvvviiiiiiiiiiiies s

8.5.5. Directional Pad ...........ccooiiiiiiiiiiiiis e
Pan and Tilt .....cccocviiiiiiis v

8.5.6. FUNCtional BUIONS ...covveiiiie e e

Y

8.6. Deleting @ Camera ....cccccvvviiiiiiiiiiiiiiiis e

8.7. Optimizing @ CaAMEra ....cccvvvvvviieeeeiiiiiiiiiiiee e

Chapter 9. Alarms and EVENES  ......ccccciiiiiiiiiis e
9. L AIAM RUIES ..ooviiiiiiiiiiiiiiiciiiiee e e
9.1.1. Adding an AlarM RUIE ......ovvviviiiiiiiiiiis e

CONAItIONS oo e e
B =] 5T ] 1
CloCcK Alarm ....ooovveeiiiiiiiiiiies e e
D12 =1 (o] OO
VIdEO LOSS. ...t e e
ACHONS ..cooiiiiiiiiiiiiiiiiiiee e e
EVENELOQ..coiiiiiiiiiiiicciiis e e
PTZ CONIOl ..ot e e



Video POPUP / E-Map ....oooiiiiiiiiiiiiiiie et 176

SMS . s e 176
Relay OQUIPUL.....cciiiiiiiiiiiiie i e, 177

FTP SettiNg...cccoooiiiiiiiiiiiiiiies it avaeaas 178

Alarm Scheduling.......ccccoiiiiiiiiiiiii i . 178

9. 2. EVENLLOG ooiiiiiiiiiiiiies s aeeeeee 180
9.2.1. EXPOrting @ LOQ ..cvvvviiiiiiiiiiiiiiiiiiiiiiis e e 182
9.2.2. Searching the EVENt LOQ.....cccvvvvviviiiiiies s 182
SYSIEBM s i e 182

EVENE TYPE i i 182
OPEratiON . ceiieviiiee e e 183
Module NaME ....vvviiiiiiiiieeeeeie e, 183
Device Name.......coooiiiiiiiiiiiiiiiis e e 183

USer Name...oooooiiiiiiiiiie i e 183
Performing a SearCh......ccccccoiiiiiiiiiiies e 183

9.2.3. SysStem Alarm VIEW ... et e 184
9.2.4. Overall STatUS ......cccccviiiiiiiiiiiiiies e .. 187
Chapter 10. Failover and Backup ......ccccccciiiiiiiiis s 189
L= 11 [0 )< T g o] o T [ To | PP 190

10.1. Multiple NVR Management ......ccccccccccveeeieeiiiiiis e 191
Y o OO 191
REfre@SN...oii s s 193
Delete .. e 193

10.2. Failover Management .......cccccvviiiiiiiiiiis e 194
Failover SettiNg ......coovveiiiiiiiiciiiies e . 194
Failover HISTOMY ......ooiiiiiiiiiiic i v e v e e e . 198

10.3. Failover StatuS  ......cccccciiiiiiiiiiiiiiis e . 199
10.3.1. Failover in LiVe VIEW ......ccccoviiiiiiiiiiiiiiiies e 199
Failover Status ICON ... e 199
Failover Status & LIghtS .......ccooiiiiiiiiiiiiiiiiis i 200

Red Status Failover ICON.........ccccciviiiiiiiiiiis e 201

10



10.3.2. Failover in Playback ........ccccccvvvicceiiicces i, 202
Playback Status........ccccoiviiiiiiiiiies e .. 202
Chapter 11. Search and Playback .........cccccciiiiiiiiiiiiies e, 204
11.2. INtrodUCtiON oo e e 204
11.2. TIME SEAICN oo e e 205
11.2.1. Creating a Time Search .........cccooeiiiiiiiiiiiies e 205
Specified TIME ..o s . 205
11.2.2. Use of Various Views Selection ..........cccccovvviiiiiiiicies veveees 206
11.2.3. Camera Selection .......cccccvvviiiiiiiiiis s 206
11.24. TIMEINE oo e e 207
11.2.5. Playback ....ccovvvviiiiiiiiiiiis e e 207
Capturing SCreenShOt.......cccceiiiiiiiiiiicriiis e 209
Capturing Video Clip...ccooovviieieiiiiiiiiiiis i 209

11.3. BaCKUp SEArCN ....cccccciiiiiiiiiiiiiiis e . 211
11.3.1. Creating a Backup Search ........ccccccoviiiiiiicccces e, 211
Specified TIME ..coiiiii e e . 211
11.3.2. Use of Various Views Selection ...........ccccccvvvveeiniiies eevvviee 212
11.3.3. Camera Selection .......cccccvvviiiiiiiis s 212
11.3.4. TIMEINE (oo e e 213
11.3.5. Playback ...t e e, 213
Capturing SCreenshot.........ccccivvviiiiiiiiies et 215
Capturing Video CliP ...cooviiieeeiiiiiiiiiiiiiiee i 215

11.4. VI SEAICN ..ovvviiiiiiiiiiiiiiiiis e e 216
11.4.1. Creating @ VI S€arCh.....cccccccciiiiiiiies s 217
TiMe SeleCtion ... e . 217
Camera SEleCHON........ccccviiiiiiiiis e . 218
Setting New Search Criteria ......ccccccvvviiiiiiiiiiis e, 219
11.4.2. Using the Search Results........ccccccceeviiiiiiiies e, 220
Selecting the ReSUlt.........ccooiviiiiiiiies e, 220
Result PlaybacK.......ccccocs .. 220

11.5. Event S@arCh ...t e 222

11



11.5.1. Creating an Event Search........cccccccvvciieiiiicees e, 223
Time SeleCtion ... s . 223
Camera SelecCtion...........ccovvviiiiiiiiiiiies e . 223
Setting Event Search Criteria.........ccccviiiiiiiiiiiiiies i, 224

11.5.2. Using the Search Results...........ccccoiiiiiiiiiies e 225
Selecting the ReSUlt.........ccceiiiiiiiiiiiis e, 225
Result Playback........ccccovvviiiiiis . 225

11.6. Fisheye Search .......cccccccciiiices e . 228

11.6.1. Creating a Fisheye Search..........cccccovvviiiiiiiies e, 228
Specified TIME ..o s . 228

11.6.2. Camera Selection .......cccccvvviviiiiiiiiis s 229

11.6.3. Use of Various Views Selection .........ccccccovvviiiiiiiciies veveees 230

11.6.4. TIMEIINE ccviiiiiiiiiiiiciiis e aeeea 232

11.6.5. Playback .....coovvvviviiiiiiiiiis e e, 232
Capturing SCreensShot.....cccceiiiiiiiiiiiies e 234
Capturing Video CliP ..ccooviiieeiiiiiiiiiiiiiies e 234

Chapter 12. VMS SetUP ..ccvvviiiieiiiiiii i citveeeveais e e e sani e e eeens . 236
12.1. CAME A coooeiieiiiieeiiiiieiieees e e 236

12.1.1. Advanced CameraL.......cccooveeiiiiiiiiiieees eeeeee e 236

12.1.2. OSD .ot i e 236

12.1.3. General Camera......cccccviiiiiiiiiiiiiiiis ettt 237

2 [ 4 =T 237

1205 PTZ. it e e 238

12.1.6. PrESEL oo s e 238

12.1.7.PAtrol oot e e 238

12.1.8. Edit CAMEra ...cooooiiviiiiiiiiiiiiie e .. 238

12.1.9. MASK ..ottt v 239

12.1.10. OPLMIZE cooviiiiiiiecccee e et e 239

12.2. EXternal ... e e 240

12.2.0. /O BOX wevvviiiiiiiiiiiiiiiiiiiiiis e v 240

A oo e e 240

12



12.2.2. Joystick
12.2.3. UPS.......

12.3.1. Camera Motion Detection .......

12.3.2. Object Motion Detection ........

12.3.3. Tampering Detection ...............

12.3.4. Forbidden Area Detection .......

12.3.5. Intrusion

12.3.6. Virtual Fence

Detection .................

12.3.7. Missing Object...........ccvvvveeeenn.

12.3.8. Foreign Object .........ccccvvvvneen.

12.3.9. Tailgating .........ccooovvviiiiiiiiinnns

12.3.10. Go In/Out

12.3.11. General
12.4. Record ........
12.4.1. Schedule

Setting ......ccoevvveeinnns

12.4.2. StOrage ......ocveveeveevneeeninenennn

12.4.3. Pre/Post
12.4.4. Individual
12.5. Alarm ...........
12.5.1. Rule........

Recording .................

Schedule .................

12.5.2. Email Notification ...................

12.5.3. SMS Noti

fication........cccovvenvennnn.

12.5.4. Digital I/O ......ccoooviiiiiiis

12.5.5. FTP Setti
12.6. Account .......
12.6.1. Accounts

(0]o ETRURTR

Enable LDAP........ccooviiiiiein,

Add Account

13



14

Editing @an ACCOUNE .....cooooviiiiiiiiiiiiiiiies e 263
Changing an Account Password........ccccccccviiiiiiiiiies cveviieeeeeenans 264
Deleting an ACCOUNT ....cooviiiiiiiiiii i e 264
12.6.2. Account Authority Settings ........cccccvvviiiiciiiis e, 265
12.7. NEIWOTK oo e aeeeeee 267
12.7.1. WED SEIVICE ...t e .. 268
12.7.2. NVR SEttingS......cooviiiiiiiiiiiiiies v .. 269
12.7.3. MUl LAN oo e e 269
A T D o [ O 270
12.7.5. DDNS...oo i e e 271
12.7.6. POrt MAPPING ...ccvvvvviiiiiiiiiiiiiiiiiieees eeeeeeee e e e e . 271
12.8. SYSIEM oo s 273
12.8.1. LOG VIEWET ... et . 273
12.8.2. ADVANCED.......cooiiiiiiiiiiiiiiis s e 273
12.8.3. DISPIAY ....vovveeieeieeieeceeieies e e 274
12.8.4. LANQUAGE....cccviiieiiiiieiiieeeiiiiees eveeeiee e aeeae 274
12.8.5. Map EditOr ... e, . 275
12.8.6. GENEraAl ..ccoovvviiiiiiiiiiiiiiiiiis e e 275
12.8.7. Optimize Settings .....coovvvvviiiiiiiiiees e 275
12.9. WOIKGIOUP coooiiiiieeiiiiiiiiiiiies etvveeeeeee e aveen 276
12.9.1. Multiple NVR....cooiiiicciiiiii vt .. 276
12.9.2. FAIlOVEr ..oovviviiiiiiiiiiiiiiiiiiiie e aeee 277
12.10. MAINTENANCE  ..oovviiiiiiiiiiiieieiiiiiies e . 280
12.10.1. Stream INfO...cccccviiiiiiiiis e .. 280
12.10.2. UPGrade.....ccooviveeiiiiiiiiiiieeeees e e 281
12.10.3. IMPOM/EXPOIt oo e 281
Importing Parameters ........cccccviviiiiiiiiiies e 282
EXporting Parameters....ccoooiiiiiiiiiiiis e 282
12.10.4. LICENSE ...cooviiiiiiiiiiiieiieiciiiiiee eeeeeereeeees e 283
12.10.5. BaCKUP SYSIEM...oviiiiiiiiiiiiiiiiiiiiis e 284
Add a Backup Schedule.........ccccooviiiiiiiicces i, 284



Edit a Backup Schedule..........cccooviiiiis s
Stop aBackup Schedule.......cc.ccoiiiiiiiiiiiies e,
Delete a Backup Schedule.........ccc.ooooviiiiiiiiiies i,

12.10.6. Clear SCC Data........cccccvveeiiiiiiiiiiiees e

12.10.7. Remote ASSIStant.........ccccccviiiiiiiiiiiiies e

12.10.8. Database Rebuild............cccccoiiiiiiiiices e

Chapter 13. Remote Web Client and SPhone Client for Simple Use (Optional)
13.1. Software Installation for Remote Control  ...........ccccciiiiiiiiiennen.

13.1. Installing the VMS ... e
13.2. Starting the VMS Client ... v,
13.3. Starting the Web Client  ......cccooiiiiis e,

13.3.1. Checking the Software Version .........cccccooviiiiiiiiiiiies vvvees

13.3.2. USE Of IX/AX VIEWS ...ovvviiiiiiiiiiiiiieiiiiiie e

13.3.3. PTZ CONIOl ..o e

13.3.4. Playback Settings ......ccccccceviiiiiiiiiiiiiies e
13.4. Installing and Starting the SPhone Client on iOS Devices ...............

13.4.1. Installing the SPhone Client (Optional) ...........ccccvvvviviiennnn.

13.4.2. Starting the SPhone Client .......cccccccciiiiiiis s

13.4.3. Checking the Software Version ...........ccccccvvvviicceiees ieeeeeee,

13.4.4. Functionalities on the SPhone Client ........c..cccovvveiiiiiiieees s

LIVE VIBW i i e,
[CON DESCHPLONS .cooviiiiiiiiiiiicii e et
Playback.....coooiiiiiiis e s

PTZIPrESEY e e,

13.5. Installing and Starting the SPhone Client on Android Devices .........
13.5.1. Installing the SPhone Client (Optional) ..........ccceeviiiiiiiiinnn.
13.5.2. Starting the SPhone Client .........ccciiiicciiis e,
13.5.3. Checking the Software Version .........cccccooviiiiiiiiiicies vvves

13.5.4. Functionalities on the SPhone Client .......ccccovviviiiiiiiieee s

15



LIVE VIBW oot eeeeeiiiiiiie i e e eeenaee e 310

[CON DESCHPLONS .covvvviiiiiiiiiie e e . 312
PlaybacCK.....ccccoeeiiiiiiiiiics e e 313
PTZIPreSet....cccoviiiiiiiiiiiiiiiiis e e 313

3 5 314

INFO i 314
Chapter 14. SurveOne (Optional) .......oovvviiiiiiiiiiis e, 315
14.1. Installation ... e e 315
14.2. LOGIN ittt e e 323
14.3. OVEIVIEW  ..ovviiiiiiiiiiiiiieeiiie vt aeaaes 324
14.4. MONIOT  coviiiiiiiiiieeeieiieeiiiiee e rrreeeees rereeeees 330
DEVICE....itiiiiiiiiiiiiiiiiees e 330
NEIWOIK...vviiiiiiiiiiiieiiie e aeeee 331
SEOTAGE. ..o e s 331

14.5. WOTKAIOW  coooiiiiiiiiiiiiee e e 333
Enable Web Server /DDNS.......ccooiiiiiiiiiiis e 333

Back Up Configuration.........ccccovevviiiiiiiiiies eeiiieeeeeeviee e 336

NVR MUltiple [P SetUP ...ccoooiiiiiiiiiiiiiiis e 337

Copy Configuration to Multiple Cameras........ccccovevvvviiiieeeces veees 338
Backup Configuration .........ccccoovevviiiiiiiiies i 339

14.6. EVENELOQ ooooiiiiiiiiiiiiiiies s e 341
SEAMCN...ccs e 341
00 ) 342
Chapter 15. SoP of Hard Disk Drive Reinstallation —.............cccccvvvvviieenne. . 343

16



Safety Precautions

Electric Shock Warning

This equipment may cause electric shocks if not handled properly.

A Access to this equipment should only be granted to trained operators
and maintenance personnel who have been instructed of, and fully
understand the possible hazardous conditions and the consequences of
accessing nonfield -serviceable units such as the power supplies.

A The system must be unplugged before moving, or in the even that it

becomes damaged.

A Reliable Grounding

Particular attention should be given to prepare reliable grounding for the
power supply connection. It is suggested to use a direct connection to the
branch circuit. Check for proper grounding before powering on the device.

A Overloading Protection

The device should be installed according to specifications. Provide a suitable
power source with electrical overload protection. Do not overload the AC
supply branch circuit that provides power to the device.

A ESD Pecautions

Please observe all conventional anti -ESD methods while handling the device.
The use of a grounded wrist strap and an anti -static work pad are
recommended. Avoid dust and debris in your work area.
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Energy Hazards Precaution

The device should be installed according to specifications. This device should
be operated at a site that is:

This equipment is intended to be used in Restrict Access Location, like
computer room. The access can only be gained by SERVICE PERSONS or by
USERS who have beemstructed about the metal chassis of the equipment is
have energy hazards that service persons have to pay special attention or
take special protection before touching it. Further, the access is through the

use of key or security identity system. Only aut horized by well trained
professional person can access the restrict access location.
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Device Installation/ Site Selection

The device should be installed according to specifications. This device

should be operated at a site that is:

A

p

b p

>

A

Never install or use, unless waterproof or dust -resistant is listed as a

Clean, dry, and free of excessive airborne particles.

Well-ventilated and away from heat sources such as direct sunlight
and radiators.

Clear of vibration or physical shock.
Away from strong electromagnetic fields produced by other devices.

Available with properly grounded wa Il outlet for power. In regions

where power sources are unstable, apply surge suppression.

Available with sufficient space behind the device for cabling.

feature, the device in the following locations:

> > > >

>

>

>

Areas where chemicals are used.

Areas where dust, debris, or pollen is in excess.

Areas where corrosive gas, sea water or high humidity is present.
Areas where steam vapor or flammable environments is generated.

Areas where radiation, X-rays, strong electric waves, or magnetism is

generated.
Areas outside of the allowable ambient operating temperature range.

Areas subject to impact or rigorous vibration .
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Chapter 1. Product Overview

1.1 Features and Benefits

The NVRB00O series is a state-of-the-art network video recorder features RAID, low
power. With bay hard disk trays, the NVRB000 series is the best in class NVR that
supports megapixel quality video of 4 to 64 channels for video retention periods
from 7 to 40 days or more. In addition, the NVR3000 series is fully burn -in-tested
and uses preloaded Enterprise VMS to eliminate compatibility issues while reducing
maintenance overheads. It is out of question that the NVRB000 series is the most

reliable and cost -effective solution for small to medium sized surveillance needs.
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1.2 Specifications for the NVR3000 Series
1.2.1 Hardware Specifications

NVR3104 Series

NVR3308 Series

System Processor

Intel Celeron Dual Core 1.8GHz

NVR3308EL1:

Intel Core i3 Dual Core 3.3GHz

NVR3308A1:

Intel Core i7 Quad Core 3.4GHz

System Memory

DDR32GB (up to 4GB)

DDR3 4GB (up to 16GB)

Operating System

Linux Embedded System

Storage

4 x 3.5" SATAII/SATAIII
hard disk drives

8 x 3.5" SATAII/SATAIII

hard disk drives

I/O Interface

. RJ}45: 1x Gigabit Ethernet
. USB: 6x USB2.0 )
. VGA(DVI): x1, HDMI: x1 DVI-D x1 |,

RJ45: 2x Gigabit Ethernet
USB:8x USB2.0
VGA: x1, HDMI: x1

RAID

Non-RAl

D, 1,56

Electrical

. Input Voltage: 100-240 V
. Power Supply: 250W

. Input Voltage: 100-240V, 3.5A
. Power Supply: 250W

Operating Environment

Temperature: 53C to 403C
Humidity: 5% to 80%(non-condensing)

LED Indicator

Yes(HDD)

Dimensions(mm)

88(H) x 430(W) x 390(D) mm

Weight
(without hard drives)

kg (without HDD)

Certificate

UL, CB, FCC/CE Class A

Warranty

2 years
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1.2.2 VMS Specifications

Live View A R-imelnetwork camera discovery
A Versatile views of various
A Multiple views supported
A View patr ol |mutigevievisr si ngl ¢
A Real eofeverd alarn display
A Support 3 installation modes and 5 different fisheye
Dewarp display modes
A Support live audio
eMAP A Dm-argp camera manipulation
A Hierarchical and multiple layer map structure A
A Re aleventialere
A Instant live video of camg
PTZ A Pan, tilt, zoom operations (depend s on camera)
A B inj floating PTZ control panel
A Preset position (dependent
A E wdriven camera patrolling
A Support On-screen PTZ
110 A Digital /0O management

A Support Ethernet Digital 1/0 controller

Multiple Displays

A Support dual monitors

A Supports live view, playback, eMap functions (depends
on product)

A Direct display to secondary monitor(s)

Investigation

A Sear ch eandicantem, t i

A Search by VI event combi na

A Search over multiple days

A Search over multiple camerf

A Different colored recording indicator on calendar

Sear ¢ h-inWiaaalybeu i | t

I ntuitive, video thumbnail

Gin,eue -out and loop playback

Quick playback by video tH

1/ 8, 1/ 4, 1/ 2, 1x, 2 X, 4 x ,

Afetinat ted video clip export

A Up to 16 channel synchronized playback (depends on

product)

A Support 3 installation modes and 5 d ifferent Fisheye
Dewarp playback display modes

T T To To o I

Video Intelligence

A Gener al motion detecti on
A Camera motion detection

A Missing object detection
A Foreign object detection
A I'ntrusion detection
A Forbidden area detection
A Tampering detection

A Virtual Fence

A Object Counting (configure on remote client)

A Go in/out detection (confi
A Tailgating detection (conf

Recording Policy

A Supports up to 96 channels megapixel recording

(depends on product)

A Continuous recording

A Event-driven recording along with rules

A Scheduled recording on daily or weekday basis

A Post alarm recording 1-300 seconds

A Pre-alarm recording 1-300 seconds

A Support individual schedul




Rule Manager

A Conditional recording/alert/notification

AEmail, FTP, SMS, popup window, PTZ,VI Panel,Relay
output notifications

A Sound, alarm, round-the-clock alerts

A Support email template

Remote Management

A Remote operation & management via VMS Client
A Remote management and control via SCC & SCCClient

Remote Client

AWeb Client
AiPhone Client
A Android Client

3rd Party IPCAM

A ACTi, Arecont Vision, AXi S
IQinvision, Mobotix, Panasonic, and more

Storage Expansion

ABuilt-in RAID storage management

General & Misc

Aut omat irecycllmd or ag e

C | -sewrver architecture

A Customized authority account management

A Digital watermark proofing

A Support DDNS Function

A Support time sync with NTP time server

A Provide System and VI setup Help assistance

A Support Customized Event Management and log
mechanism

A Auto port mapping for internet connection

A Support batch setting | PCA4
A Support Health Check funct
A Support standby recording
A Support offline recording

A Recording to i SCSI/NAS

A Backup to i SCSI/ NAS

A Video privacy mask

A Digital zoom in, zoom out
A L og  ogexpoe mechanism

A Client auto | ogin

A

A

Language

Support multiple language on VMS including English,
Czech, Dutch, French, German, Italian, Japanese, Korean,
Persian, Polski, Portuguese, Russian, Slovak, Spanish,

Turkish, Simplified Chinese, Traditional Chinese
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Chapter 2. Hardware Overview

2.1 Front Panel

Surveen —
NVR Pra3000 2@
 — —
\g
Power Button HDD Status Indicator USB Port x2 @

Function

1. Power Button

Powers up the NVR3000 Series

2. HDD Status Indicator

Indicates the hard disc drive status.

3. Front USB Connector

Connects external accessories such as mouse keyboard

or other external device s.
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2.2. Rear Panel

NVR3104 Series

NVR3308 Series

® O

Serlal Port LANZ LAN1

.JI ! ( .f )
b AL
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Function

1. Power Socket

Used for connecting power cable.

2. Power Switch

The power switch on 8000U system can be located on the rear
panel.

(GbE Ethernet port )

3. Serial Port A COM port used for connecting various devices, such as a

4. Serial Port mouse, modem, network, printer and so on.

5. HDMI Port Used for connecting audio/video devices such as video
projectors and DVD players.

6. DVI-D Port Used for attaching an external digital monitor to the NVR300(Q
Series

7. VGA Port Used for attaching an external monitor to the NVR3000 Series

8. LAN Port Used for connecting the NVR3000 Seriesnith the network . Note

that for single LAN Mode, use LAN1

9. USBPort x 2

Used for exporting video clips as evidence support to external
storage devices.

10. PS/2KB/MS Port

Used for connecting a keyboard and a mouse.

11. USBPort x 2

Used for exporting video clips as evidence support to external
storage devices.

12. Line-In
Line-Out
Mic-In

Used for audio in/fout and microphone in.

13. USBPort x 2

Used for exporting video clips as evidence support to external
storage devices.

14. Fans

Used of cooling the device
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2.3. Hard Drive Designation

Hard disk drives are purchased separately. When selecting hard disk drives
(HDD), HDD manufacturers always urge usersto choose enterprise/surveillance
grade drives for 24/7 surveillance operations to ensure system stability. The
surveillance hard drives on our Approved Vendor List (AVL) are engineered to
work continuously, withstand high-temperature fluctuations and equipment
vibrations found in any typical surveillance application. To reduce errors
occurred on your RAID data and the chance of the recording performance being
affected, it is highly recommended to use HDDs listed on our Approved Vendor
List (AVL) to ensure reliability.

Find the AVL on our web page: http://www.surveon.com/support/hardware.asp

The hard drive arrangement for each system is shown below. The general
alignment is from left to right and / or top to bottom in numeric order.

Install the HDDs onto the bracket(s) and secure them with screws supplied.

For an easier cable connection, the HDD should be situated upside down , so that
the connectors can be seen as indicated below.

Be sure to install the HDDs according to the set order as the indication shown.

Note: For the 4-Bay product, NVR3104 Series, there is only 1 HDD bracket.
For the 8-Bay product, NVR3308 Series, there are 2 layers of HDD brackets.

Connector
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Chapter 3. Software Overview

3.1. Software Introduction

Video Management Software (VMS) is a highly modular and powerful video and
hardware management suite that incorporates Server recording, management,
and video monitoring and playback functionalities to serve the core purposes of

a video surveillance system.

It operates in a client -server mode: The Local Client and Local Domain Server
run for standalone SMR/NVR/VMS Serverwhile the Remote Client receives live
video streams and event video playbacks from LAN or Internet. All
administrative tasks are performed on the Client. The client software provides
the ability to monitoring and playback recorded videos from multiple cameras.
And for users having multiple SMRNVRVMS Servers, Surveon Control Center
(SCC)(its main functions are the same with the VMS) can be utilized to manage

over the domain infrastructure.

28



3.2. Module Framework

A

>

>

>

>

>

>

>

>

>

VMS/NVR Server
1 Combines video recording, archival and retrieval functionalities for
individual server s/standalone PCs.
1  Servesas the connection point for client stations.
Local Domain Server
1  The interface between the VMS/VI Servers and any clients.
1  User authentication server.
Local Client
1 Local access, VMS Client installed on standalone PCsNVRsfor live
video monitoring, event recording playback access and VMS system
configuration.
Remote Client (full functions)
1 Remote access, VMS Client installed on remote PCs for live video
monitoring, event recording playback access.
1  Serves as the default configuration point for NVR2000 series, which
do not have a Local Client.
Web Client (for simple use)
1 Remote access, an ActiveX application (OCX) installed on remote PCs
for live viewing and event playbacks through the web browser.
Shone Client (for simple use)
1  SPhone Client installed on iOS/ Android devices for basic live viewing .
Web Server
9  Allows user to access the live video stream, PTZ control and event
recording playbacks through Microsoft Internet Explorer 7.0 (or
higher) after the Web Clients components are downloaded.
VI Server
1  The video intelligence processing point for a VMS solution.
1 Preinstalled on SMR/NVR Server, and optional on a separate
server/PC (VMS).
SCCDomain Server
9  Allows centralized control over multiple Trusted VMS Server points
and connections from multiple clie nts.
SCCClient
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Software capable of accessing multiple Trusted VMS Servers through
the SCCDomain Server



3.3. System Architecture

VMSoperates in scalable client - server architecture . This architecture can be

divided into three types: (1) Standalone Server (2) Standalone Server + Remote
Client (Web Client/ SPhone Client) (3) Multiple Servers + SCCClient.

These are the hardware requirements for using PCs as Server or Client.

VMS Server + Client

Support : N N
NVRS O32CH 16~32CH 016CH

64-bit :
0S Windows 7 Professional, Enterprise, Ultimate

Intel Core i7-980X or Intel Core i7-860 Intel Core i5-650
CPU above or above or above
Memory 4 GB or above
Display nVidia GeForce GTX660 2GB or above
Hard SATA 7200 RPM, 500 GB or above
Drive
Network 1 Gbps or above
Remote Client

64-bit :

oS Windows 7 Professional Enterprise, Ultimate
Intel Core i7-980X Intel Core i7-860 Intel Core i5-650
CPU or above or above or above
Memory 4 GB or above
Display nVidia GeForce GTX660 2GB or above
Hard SATA7200 RPM, 500 GB or above
Drive
Network 1 Gbps or above
VMS Server Only

64-bit :
oS Windows 7 Professional Enterprise, Ultimate
CPU Intel Core i 3-530 or above
Memory 4 GB or above
Display On board (generic) 256MB or above
Hard SATA 7200 RPM, 500 GBr above
Drive
Network 1 Gbps or above
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3.3.1. Standalone Server (Client -Server All -in-One)
For users with standalone Server, the Local Client Ul is used to manage NVR

Server services:

Local Client Ul

. I 1. Authentication through Local Domain Server
Local Domain Server

User/Resource Mgmt

h 4

r
[
I
I SMR/NVR/VMS Server
I
[
I
I
[

. 2. Success, access to SMR/NVR/NVMS Server Services
Recording Server

Video Streaming

Alarm Events Handling
Fy

I VI receives images from VMS Server for Video Analytic activities.
(Optional) VI Server I In case of events, it will return warmning back to VMS Server.

Il Il IS S S - I
J Application:

The Server, IP cameras are all in the same LAN

L J
NVR Server ‘
Local Client 4 v
VI Server LI :

. )

IP Cam

Use NVRas Server

No installation needed.

Use PC as Server
Install both the VMS/NVR Server and VMS Client on a PC:

j Insert the VMS/IPCAM product CD.
k Click VMS Suite on the menu to start the installation.

I ChooseTypical Setup. If you don & need video analytic functions, Advanced

Setup can be selected to uncheck the VI Server.
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3.3.2. Standalone Server + Remote Client (Web
Client / SPhone Client)

For remote users to connect to SMR/NVR Server, aremote access, VMS Client
installed on remote PCs is needed for live video monitoring, event recording
playback access.

Also, the Web Client, an ActiveX application (OCX) can be used for basic live
viewing and event playbacks through the web browser, while SPhone Client

can be used for basic live viewing on iPhone /Android devices .

Local Domain Server
User/Resource Mgmt

I

Recording Server
Video Streaming
Alarm Events Handling

1

(Optional) VI Server

LAN OR

Remote Client
INTERNET (Web Client/iPhone Client)

F Y

Applicationl: Internet
The Server, |IP cameras and the PC/ Mobiles are all in the same LAN

.ﬁ*—ﬂ <

Remote Client NVER Server Remote Client
{Web Client/iPhone Client) {(Web dient/iPhone Client)

';_ —— |equest
WL

i ] response
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[NVR Server]
Use SMR/NVR as Server
No installation needed.

Use PC as Server

Install the VMS/NVR Server on a PC:

j Insert the VMS/IPCAM product CD.

k Click VMS Suite on the menu to start the installation.

| ChooseAdvanced Setupto uncheck the VMS Client.

If you don& need video analytic functions, the VI Server can also be
unchecked.

Install the Web Server on the PC:
j Insert the VMS/IPCAM product CD.
k Click Browse CD/DVDin the menu.

| Double click WebServerSetup .exe to start the installation

[Client ]

Install the VMS Client on PCs:

j Insert the NVR/SMR product CD.

k Click VMS Client on the menu to start the installation.

Install the Web Client on t he PCs (Optional):

Launch Microsoft Internet Explorer 7.0 (or above) and enter your VMS Server IP

address _+ O/webclient 6 in your web browser& URL location,
http://172 .18.6.9/webclient to download the Web Client application.

Install the SPhone Client (Optional):

Download the SPhone Client from App Store on the iPhone desktop.

Install the SPhoneClient (Optional)

Download the SPhoneClient from App Store on the Andr oid phone desktop.

Note: Please refer to Installing the VMS and Installing the Web Client for details.
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Application 2: Internet

The Server, some of the |IP cameras and the PC are all in the same LAN while

the other IP cameras are installed in remote location with Public IP.

VMS Client M
L_ ] VMS Server

o

IP Camera

3.3.3. Multiple Servers + SCCClient

For users with multiple SMRNVR Servers,SCCClient Ul is used to manage over
the domain infrastructure.

Web Server < ; '
VI Server E - SCC Domain
@)= YMSINVR Server ' ) (Sewer D

Web Server . : :
(.T-';: VI Server - <-4 ?
W VMSINVR Server 5 - .
1 SCC Client

Web Server = < ‘ Q
— VI Server E =
"3 » VMS/NVR Server . = Matrix Wall

< Connection Client
» Streaming
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Application 3: Internet
(1) The Servers, IP camerasand the PCs are in LAN A.
(2) Some IP cameras are installed in LAN B, which is behind a different router
in a remote location.
(3) Users are allowed to connect the SMRs/NVRs from remote PC over the

Internet.

VI Server CMS Domain Server

NVR - 1 ]
Server
I | |
NVR
Server
I
NVR
Server
I

[NVR Server]

-

CMS Clien

CMS Clien

Use SMR/NVR as Server

No installation needed.

Use PC as Server

Install the VMS/NVR Servers on PCs:

j Insert the VMS/IPCAM product CD.

k Click VMS Suite on the menu to start the installation.
| ChooseAdvanced Setupto uncheck the VMS Client.

The VI Server can also be unchecked, if you don& need video analytic functions.

[VI Server] (Optional)

You can choose to install the VI Server only on a standalone PC to manage the
video intelligence data.

] Insert the VMS/IPCAM product CD.



k Click VMS Suite on the menu to start the installation.

I ChooseAdvanced Setupto choose VI Server only.

[SCCDomain Server]

Install the SCCDomain Server on a PC:

j Insert the NVR/SMR product CD.

k Click SCCSuite on the menu to start the installation.

| ChooseAdvanced Setupto select the SCCDomain Server only.

[SCCClient]

Install the SCCClient on PCs:

j Insert the NVR/SMR product CD.

k Click SCCSuite on the menu to start the installation.

| ChooseAdvanced Setupto select the SCCClient only.

Note: (1) For users dond have Surveon SMR/NVR series,please contact your dealer
for the SCCinstallation file. (2) The SCCDomain Server can also be
installed together with the SCCClient in the same PC by choosing Typical
Setup. (3) Please refer to Installing the VMS and Installing the SCCfor

details.
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3.3.4 . Network Requirements

In order to preserve enough bandwidth for surveillance video, a surveillance
network is presumed to be free of user/busi ness traffic. Server software
currently supports Class B and Class Ctype addresses. Currently the Server
software only searches for Servers on the same subnet. Cameras should also

reside on the same subnet.

Opening Ports

If access through a firewall in a local network is required, try open ing the following
ports: SMTP(25), HTTP(80), FTP (20, 21), OMNI(2809), HTTPS(443) and RTSP(554,
8554.). Other ports should also be opened while using port forwarding to access the
VMS Server:Stream Port (9090), Doman Data Port (9060), Log Download Message
Port (15507) and Log Download Data Port (9080).

Access through a firewall Use port forwarding to access
SMTR(25), Stream Port (9090),
HTTP(80), Doman Data Port (9060),

FTP (20, 21), Log Download MessagePort (15507),
OMNI(2809), Log Download Data Port (9080)
HTTPS(443),

RTSP(554, 8554)

Note: Please refer to Port Forwarding Section for more details.

Warnings / Precautions

If t he Server and a VMS client reside on separate subnets please set up gateway,
VLAN, or crosssubnet routing to bridge surveillance traffic. Please consult with a
network administrator for problems with network setups. A VMS client needs to

be rebooted when network setting s are changed.




3.4. Port Forwarding

Port forwarding is a hame given to the combined technique of :
1. Translating the address and/or port number of a packet to a new destination
2. Possibly accepting such packet(s) in a packet filter (firewall) .

3. Forwarding the packet according to the routing table.

To illustrate its concept, two computers on the Internet that communicate  with each
other using TCP/IP or UDP/IP protocols (though the process is not limited to these )
utilize ports to identify the opposite connection points of each other where the data
packets supposed to go to. In order to communicate, each computer knows the port of
another computer (in addition to IP address) and sends the data to that port. Port
forwarding forwards these ports in such a way that when one computer sends data to
the specific port of another computer, the data is actually sent to a different po rt.
This allows remote computers to connect to a specific computer or service within a

private LAN.

In a typical residential network, nodes obtain Internet access through a DSLor cable
modem connected to a router or network address translator (NAT/NAPT). Hosts on the
private network are connected to an Ethernet switch or communicate via a  wireless
LAN The NAT device's external interface is configured with a public IP address. The
computers behind the router, on the other hand, are invisible to hosts on the Internet

as they each communicate only with a private IP address.

When configuring port forwarding, the network administrator sets aside one port
number on the gateway for the exclusive use of communicating with a service in the
private network, located on a specific host. External hosts must know this port number

and the address of the gateway to communicat e with the network -internal service.

When used on gateway devices, a port forward may be implemented with a single rule
to translate the destination address and port. The source address and port are, in this
case, left unchanged. When used on machines that are not the default gateway of the
network, the source address must be changed to be the address of the translating

machine, or packets will bypass the translator and the connection will fail.
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3.4.1. Port Forwarding for Accessing VMS Server
To enable port forwarding for accessing VMS Server, please follow the steps below:
1. Do Router Port Mapping for VMS/NVR Server

Go to VMS Setup > Network > Port Mapping in VMS after it is installed.

Zurveon el 201609-23 1220550 Ladmin (&

T
TWEVIEw | Playback

- 3000 =2
Q &

UMS Setup x

A Router Port Mapping window will prompt for entering port numbers. Please put

in the numbers as listed below:

Port Mapping Settings »

Port Name Protocol vate Po Public Port
Stream Port
Login Port
in Data Port H 9060
15507 15507
Download Data Port 080 8080
Local Domain Mess. 9050 9050

9020 8020

- Enable automatic UPnP mapping

Canecel

Stream Port : 9090

Login: Port : 2809

Doman Data Port: 9060

Log Download Message Port: 15507
Log Download Data Port: 9080



2. Open Ports on the Router

Host Ports: The private ports that the internal

unchangeable.

VMS/NVR Server use, which are

Global Ports: The public ports for remote clients to connect to the internal

VMS/NVR Server. The Global ports are changeable, but the simplest way is to

make them the same with the host ports.

Please open the listed ports on your router:

(When the option

BPEMMaabpl pei nAudt o nsa tsiecl ect e d,

skipped.)

Port(Host/Global Port) Protocol Port Number
Domain Message Port UDP 9050
Domain Data Port TCP 9060

Login Port TCP 2809
Stream Port TCP 9090

Log Download Message Port TCP 15507

Log Download Data Port TCP 9080
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Erpnarmic HMAT One-to-one AT Anplication Layer [nspection Connection Limit

Create Internal Server

Interface Cellularidn b

Protocol ®TCF O UDP
Global IP Address & Current Interface IP Address
ol |
lohal Port |omer v| | | (0-B5535, 0 reprasents any)

HostIF Address | |

Haost Port |Other V| | | (0-65535, 0 represents any.)
Add
Select the internal server(s) you want to remove
Glabal
Interface Global IF Address Fort Host IP Address  HostFort  Protocol

current-int [ 1] m

current-interfaced(0.0.0.0) 4050 192.168.1.2 UDP z
Ethernetdid current-interfacei(0.0.0.0) 2809 192.168.1.2 TGP =
Ethernetil current-interfaced(0.0.0. 0 15507 1921681.2 TCP =
Ethernetdid current-interfaced(0.0.0.0) 4080 192.168.1.2 TCP
Ethernetl current-interfaced(0.0.0.0 90490 192.168.1.2 TCP v
T e ot U0 virront intot- 00 00 ARSE AN 4604 T | i =)

[ selectan || selectione

Note: Camera port (default: 80) and stream port (default: 6002) for accessing
cameras should be opened while VMS/NVR Server and the cameras and are not

in the same LAN.




Chapter 4. Installation

4.1. Before You Start
4.1.1. Checklist for Operating Environment

Users need to prepare the following devices to set up the surveillance system.

Network Video Recorder NVR3000series

IP Camera Network Cameras (such as CAM2441)

Network Existing LAN, Switch, Router or Hub
(please see the Network Topology below)

Storage Hard Drives

Note: The hard drives should be purchased separately.

4.1.2. Checklist for Network Topology
Make sure you have the right switch/hub for your environment. Either of the

following options will work.

Common Topology Reference Product
Existing LAN LAN Switch with DHCP Server Office LAN
Router LAN Switch with build-in DHCP Server D-Link DIR130
Switch/Hub No DHCP Servdrefer to the Note below) D-Link DES1108

Note: For devices without DHCP Server function, please refer to Configuring DHCP

Service Section.
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4.2. Hard Drive Installation
4.2.1. Hard Drive Installation Prerequisites

Purchase hard drives having the same capacity and using sameinterface with the

pre-installed ones.

4.2.2. Inserting Hard Drive into Drive  Bracket(s)

1. Loosen the screws (total 8) on both sides and the rear part of the device to
remove the cover.

2. Loosen the screws on the bracket(s) to remove the bracket(s).

Note: For the 4-Bay product, NVR3104 Series, there is only 1 HDD bracket.
As for the 8-Bay product, NVR3308 Series, there are 2 layers of HDD brackets.

1
Al

..— T
LI L. |::- L]

Cover (back)




3. Install the HDDs onto the bracket(s) and secure them with screws supplied.
For an easier cable connection, the HDD should be situated upside down so that

the connectors can be seen as indicated below.

Be sure to install the HDDs according to the set order as the indication shown.

Connector

When the HDD installation is done, put the bracket(s ) back and fasten with screws
supplied.

For NVR3308 series, it would be easier to connect the cables of the lower deck of
HDDs first, before putting the upper deck of HDDs back.

T
e !;;:1 LA

Find this Description Sticker
on the back of the cover.
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4. Connect the cables to the right HDDs.

SATA Cable Connection

You canfind the number indications on each SATA cable and the wiring

description sticker on the back of the cover. Be sure to connect the HDDs and the
cables by the same number they are bearing, e.g. HDD1 to Cable 1 and vice versa.

Power Cable Connection

After the SATA connection is done, be sure to connect the power cable for each
HDD before putting the cover back. Loosen the cable tie for easier power
connections and tighten the cable tie to arrange the power cables, once the
connection is done.

Note: The order of the connected HDDs and cables will affect the operation.

For NVRB104 Series, the wiring connection to the HDDs will be as indicated below.




For NVRB308 series, the wiring connection to the HDDs will be as indicated below.

5. Check if the connections are properly done with no wiring problems and then

put the cover back and secure it with screws.
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4.3. System Connections

48

Monitor (Local Client)

NVR3000

VMS Client/
Web Client

Mobile
Client

.

a e

Insert mouse, keyboard or other external devices to the USB port for

A
operating the Video Management Software (VMS).

A Insert the LAN cable to the upper LAN port to connect the NVR3000 Series
to a local network where your IP cameras reside.
(Connection to analog cameras is also available via an IP encoder.)

A Connect an external monitor capable of 32bit or higher color qual ity to the

VGA Portto view the VMS interface .

NVR3008 Series Rear View

NVR3004 Series Rear View

o
==
=
PS/2
Monitor Network Monitor Network
Connection Connection

Connection Connection

Note:
O For the monitor connection, the default is VGA.
The resolution varies from models to models.

For NVR3008 Series, use the LAN port on the right (LAN1) for single LAN mode.




4.4. Powering up NVR3000 Series
4.4.1. NVR3000 Desktop Systems

1. Attach the power cable to the power socket on the rear panel.

2. Press the power switch for power supply.

Power Socket Power Switch

Note: Before powering up, make sure all the USB external HDDs are disconnected
from the NVR3000 series. Otherwise, the system may have to run the contents

of the connected USB and errors may occur.

3. Press the power button to turn on the device.

Power
Button
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4.5. Logging into NVR3000 Series

The Local Client will prompt for the following information after the NVR3000 Series

system is powered on:

Version: 4.0.0 A01

Username admin

Password 00000

v Auto Login

Shut Down

Username: The username of the domain, which is always admin.
Password: The password of the domain. Default password is admin.

Auto Login: Check this option and you do not have to input the username and

the password again when logging in next time.

Click Login after the passwordis entered.



4.6. Run the Install Wizard

When you run the NVR series for the first time, you need to go through the

following steps within the Install Wizard after logging in.

1. Welcome: Use the dropdown list to select the language for the VMS. Click 6 Ne x t 6

to go to the next step Confirm the number of your hard drives.

Welcome

Choose your language

Turkish
Simpifed Chinese
Traational Chineses

2. Confirm the number of your hard drives  : the system will auto detect the

number of installed hard drives.

Check if the detection result is correct, if yes, click  0Yes and proceed6 or

ONext6 t o go t o Rdeadingmant st ep

If the detection result is not as expected, click ONo and s h thatdbwnwn 6 .
the system and make sure all the drives are installed properly. After checking,

restart the system to run the install wizard.

Contact your system administrator, if this error keeps happening.
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Confirm the number of your hard drives

5 e ——

NVR5316

No and shutdown
if the detecting result is not correct

3. Recording plan : Select the best storage configuration for the system. See the

following table for reference.

o Min. HDD Used
RAID Description
HDD for Storage
Non- No protection, but
_ . 2 All of HDDs
RAID maximum capacity.

Best protection. Your data
RAID 1 . _ 2 Half of HDDs
will be mirrored.

Use 1 disk to store the

] ) HDD number
RAID 5 parity function data to 3 _
] minus 1
provide fault tolerance.
Used 2 disks to store the
] ) HDD number
RAID 6 parity function data to 4 .
minus 2

provide fault tolerance.

Please seek for professional help, if you are not sure how to select the RAID level.



Recording plan

Disk usage

2

Mon-RAID RAID 5 ~ RAID &

Note: When setup RAID for JBOD connections, please make sure to stop NVR
recording firstly before configuration.

(3-1)Default recording behavior : Select the best recording method. When Always
recording is selected, every image will be recorded. When Motion recording is
selected, only motion detected images will be recorded, and approximately
25~60% storage can be saved according to the levels of motion detection

sensitivities you have set.
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Recording plan

Disk usage

2

Mon-RAID RAID 5 ~ RAID &

Cl i blé&ktoot o go to Tihee next step

4. Time: Time setup should be done correctly; otherwise some of the functions will

be affected. Set up the time zone before setting up the time.

Note: Date/Time should be set correctly before recording.

(4-1)Time synchronization : There are options to choose from.

Time synchronization can be applied to all connected cameras.

B

You can also make this NVR as time server so that the time synchronization

B



can be applied to all the connected devices.
You can have the time on the system to be synchronized with the NTP time

Server.

Time synchronization

Click 0 N e xtob @b to the next step Basic settings.

5. Basic Settings: You can change or use the default password. Checkthe 6 Us e
Def aul t P aptios,\ gou wigh to keep the default password.
If you want to change the password, input a new password and confirm the

newly created password.

Note: The system will restart when the server name is changed.

Basic settings

Default account
Y unt

& Use default password
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Click 6 N e xtb go to the next step Network .

7.

Network: Different network settings can be applied to 2 LANSs if there are 2 LANs

on the system. 1|t i s Autedetecnine nsliemlc ¢ ot se | £\ gt

detect if there is any DHCP server available. If yes, it will assign an IP address.

You also can selec t UséfixedIP6 t o i nput the | P address of

this NVR as a DHCRerver. After selecting, input the relevant information and

¢ h e cEkablé DHCP serviceonthis NVRO t o confirm the setting

Network
LAN1 -~ LAN2

~” Auto detect =« [T sqrver e ~~ Auto detect =

Use fixed IP Use fixed IP

AWarning: Make sure that only 1 DHCP server is activated in your system,

otherwise it may cause network errors.

Note: You can also change the network setting

Local Client. Goto Setup > Network > DHCP Serverfor the network configura tion.

Click © N e xtb @b to the next step Summary.

Summary: This page shows the setting results you have set so far. Check if the

results are what you wished for. If not, click on the items to go back the items

you wish to modify and set up again.



Summary

Sarver nama NVRServ
Current ti
" This NVR acts as tim

LAN1:Auto detect
« LANZ:Auto detect

After cNextoki hbeowizard will start to

next step Progressing.

If you wish to set up the local display, you can click this item and go to the Local
display page.

Local display : Select the best method for your scenario to have a balanced

resource usage for the quality of recording and local display.
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Local display

Display performance in local client

1éeo duplay HD wideo disple

Standard One for best

Note: The system will restart when the setting is changed.

8.

9.

Progressing: After clicking ONextdé on the summar
initialize your syste m. This act will take a few minutes to complete. Once it is

done, the system will reboot automatically.

Progressing

RAID 12 minute

Allcomplete: Al the necessary sd&inishongs atesdohéli



window and the system will be directed to the VMS. You can modify and configure

more settings later in the setup page.

All complete

u can adjust the settings later in the setup page

Click to add them now
also s la

(9-1)Camera detection : The system will detect the cameras in the same LAN.
Click the detection result to go to the next step Add camera.

Cl i EBikish® to close this window. Yosetugran add c

page.

All complete

You are ready to run VMS now.Click Finish to exit the wizard. You can adjust the settings later in the setup page

s later in the setup page.

10. Add camera: The detected cameras will be shown here. Select the cameras you
wi sh t o ad dddselettedd! itk aadd t he selected came
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Cli Rdscad t o detect the cameras again

Cl i Eiksh®@ t o cl ose this wi nanemslate¥iothe ¢c an

setup page.

Add Camera

M Al
Camera Name Model 1P Address

CAM7511 172.16.80.181

CAM2300 S CAM2300

I CAMZ2301A_Yankee CAM2301A 172.16.110.63

CAM2311Xiao1 Surveon CAM2311 172.16.110.65

Rescan 69 ameras meras 69 ameras Add selected

detected Y S selected

Back Finish

After the wizard installation is done, you will see the Live View page from the

Local Client .

+oHEEGC A admin

Playback
-5
rd

Drag Camera Here Drag Camera Here

O] <)

Presel v  AutoPan

Drag Camera Here Drag Camera Here

Details A Alam

® System ® Natwork & Gamera ® Recor...

al

SO



Chapter 5. Basic System Settings

5.1. Storage Management
1. To access the information about the drives configured in your Server, click Setup

E: to bring out VMS Setupwindow and then select Record to see and click

Storage option for Storage Manager.

Playback

3000 =2
#

2. All available Logical Drives, as well as their sizes, free spac e, and status will
appear. Click target drive and then Setting to set the log and location for saving

the video recordings.
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3.

4.

5.

Storage Manager x

Storage Usage

Used|(3: ) 964.52(GB),total 2770.60(GB)
Datails

Disk Type  Logical Drive | RAID Leval

E RAID 5

Advanced Settings

Disk detection: Join NVR Server disk allocation Setting

Close

Click the target drive first and then  Settings. I n 0 Ge n e rChéclkh

General IP
Raid
Free Space

RAID Level

Choose the RAID level, and then click Create L ogical Drive to create the RAID
configuration. The system supports recording to ISCSI and NAS.

I n 0l P Storaged6 tab, you can authent

t ab,

i cate



Advanced Settings x

General IP Storage NAS

Initiator Name

iqn.1993-08.0rg.debian:01:a6e04c73cd8

To authenticate targets using CHAP, click CHAP to specify a CHAP
secret

Target Partols

Host Address

Refresh

A Add: Click Add and input the required information to add more targets
| AddTargetPortal 3
Type the Host Address to config your ISCS|
Data Address
A Delete: Click Delete to delete the selected.
A Refresh: Click Refresh to refresh.
A Target: Click Targets to see the setup result.

I n ONASOG tab, you can add NAS in

Datail

Driver Letter

as

Click Add and input the required information to add NAS as the video storage.
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Address

User Name

Password

Drive Letter

Configuration Va




5.2. Adding Cameras to the Server

Cameras can be added to the Server in two ways: via an automatic scan or by

manually inputting the camera information.

5.2.1. Automatic Scan for Ca meras
Rightc 1l i ck on t he 0 De flainglout thesetiing mediu and sekect t o

Scan For Camera.

!Slayback

-5
4

CAM3371 Scan For Camera
Add Camera

CAM7511

CAM2441SC-3

CAM3471M

1. The system will respond by beginning an automatic scan. Once the scan is
complete, the cameras that can be added to the Server will be displayed.

Information available for each camera will include:

Scan For Cameras x

Scanning

A rew \ S o v 0.103  admin
A New > Surveon admin
& Assigned Ci Surveon CAMT5 36 admin
A new
A Mew
A New

A new

admin
admin
admin
admin

admin

Select/Deselect All Username admin ¥ Password (11 11] Hitp Port 80 Stream Port

DK
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A Name 0 The default camera name (Make/Model)

A Status & The camera will display New if it has not been added to this
Server, otherwise it will display Assigned.

A IP Address

A MAC Address

A Vendor - Including ACTI, Afreey, AXIS, Arecont, BOSCH, Dahua,

Dynacolor, EDIMAX, EverFocus, HIKVISION, IQinvision, JVC, LG,

Panasonic, and Surveon.

Model

>

To add a camera to the system, check the box by the camera entry. You may
also check the Select All box at the bottom of the window to select all the
cameras found. Enter the username and password, and press Apply Selected .

Click OK to add the selected cameras to the Server.

Scan Complete

Model

AMIATIM

CAM7511 ONVIF



5.2.2. Manually Adding Cameras
1. Rightcl i ck on t he 0Defaingloutthesetingmpedu ande a t o

select Add Camera to manually add a camera to the Server.

ive View Playback

=5
&

Scan For Camera

Add Camera

2. In the camera window, fill out the following information:
=== AddCamera =[5

Basic
IP Address
Camera Port 80
Vendor Surveon
Model CAM1200
Stream Port
Usar Name admin

Password (11 11]
Information

Camera Name IPCAM

Camera |con

Description

Go To Web Interface Cancel

IP Address

Camera Port 8 This value will automatically populate with the default

>

>

value for the Vendor and Model selected.
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=

p=2

Vendor - Including Including ACTI, Afreey, AXIS, Arecont, BOSCH,
Dahua, Dynacolor, EDIMAX, EverFocus, HIKVISION, IQinvision, JVC,
LG, Panasonic, and Surveon.

Stream Port 9 This value will automatically populate with the default
value for the Vendor and Model selected.

User Name & This value is not always required.

Password d This value is not always required.

Camera Name 0 It is recommended you change this value if you have
more than one camera of this make/model.

Camera Icon dSelect or change icon here.

Camera Description 8 Add more information here.



5.3. Setting Recording Schedule
5.3.1. Recording Schedule

Click E to bring out VMS Setupwindow and select Record and then Schedule.

e
Playback

3000 =2
'd

NVR3308

1. The schedule grid corresponds to every hour in the week. Click on one of the
4 recording methods and then click on th

for the corresponding hour.
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2. Click the Apply button to apply the schedule and OKto exit the dialog.

Recording Schedule Setup

Always Molian Ewent Mo Rec

Sunday Momnday Tuesday We inesday  Thursday Friday Sahurday

10:00
11:00
12:00
1300
14:00

Cancel Apply




5.4. Setting up Live View

An important part of monitoring your surveillance network is to have the right

views so that you will have the optimum viewing angle to discern a situation.

The default view setting is  4x4.

From the Camera List, you can click and drag each camera into separate frames.

The camera output will be displayed in the frame.

& admin O?#0

I 23
Live View Playback 337! — : - CAM4571RF-2

=4

(O] <)
Preset v Auto Pan

CAM2441SC-3
CAMZ4418C-3

On the Main View Area, right click on one camera view. Select Others >>

Remove Camerato delete this camera view on the main frame.
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Oblject Tracking
Digital Zoom
Siream Buffer
Instant Playback

Image Settings
Insert

Reconnect

Remove Camera
Keep Video Length-Width Ratio

Object Counting
—




N owhW

Chapter 6. Live View

Live viewing is a crucial part of any surveillance system. Having the right view
can be the crucial difference between catching an event as it happens and
missing it altogether. VMS provides powerful tools to manage the viewing
experience to help ensure that monitoring personnel are always on top of any

event.

6.1. Live View Window Overview

The live view window is split into 10 distinct parts:

b 12
IEREVISW™  Playback
- NVR3308 = 12
’ Q
x =
-
-
owe___________|
13

1. Live View / Playback Selection Tabs & Allows users to choose live view and
playback mode.

2. Camera List dLists all the connected cameras.

3. Snapshot d Take a snapshot of the current camera image.
4. Volume Control dControl the volume.

5. Microphone dEnable/Disable the microphone functionality.

6. Live View Control &PTZ functions, including Preset, Auto Pan, and Patrol for

PTZenabled cameras.
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System Health Diagnosis dDisplays RAID problems, disk failure, service

problems, fan/power failures.

Log - This area contains all the logs, system, video, s torage, network status

information.
Details dList all the detailed logs for review, query and export.
Alarm 9o When triggered, the icon will flick with a red colored alarm

Alarm

System status - This area contains system, network, camera and recording

status information.

Button Area - This area contains the buttons to change views, enter the full
screen mode, go to the next/previous page, go home and auto page flip

between pages.

m Full screen mode

LY ]
L |

Viewing screen modes
4 9 06 1+ 18 Ol 8 2+

Auto page flip between pages

When there are more than 1 live
view page, click these buttons

to go to the next / previous

page.

Select this icon to have better
u views for fisheye camera

E-map

Send to the Secondary Display

E PAP View

Select according to the way
your fisheye is installed to have
a best viewing result, Ceiling
Mount, Table/Floor Mount or
Wall Mount.

The distorted hemispherical

image of the fisheye camera can




be converted into a

conventional rectilinear

projection E a split-window
E, a 4 split —window

with 3 enlarge windows and 1

original image window, E an

enlarged window and the

original fisheye view .

2015-06-26 13:13:26

Date and time

Signed in User Account

Logout

About contains version and

product information

Enclosed with the user manual

Setup button

0

Shutdown button

13. Main View Area & This area contains the actual video feed(s).
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6.2. View Setup

6.2.1. Switching Between Different Screen Divisions

Creating and Using New Screen Divisions

When a view is created, it has a default screen division setting, however when
using the view, it may be useful to change the number of screen divisions. This
does not create a different view, but divides the existing view into a new set of

divisions.

9 016 (143 04 =l 8 28

To perform this function within the view, simply click the button corresponding
to the view that you want to use. The buttons are located in the area above the

main view window.

After you have clicked on the desired view, the cameras will be divided into
separate pages in the selected view; the formula is 36/selected view number. For
example, a one view will have a 36 pages of views and a 1+5 view will be 36/6, 6

pages of views.

Auto -flipping Pages

When multiple pages of screen divisions exist, you may choose to automat ically

flip between the pages by clicking on the n button. Clicking the button again

will end the automatic flip function.

Screen Division Page Use

The page number is displayed to the right of the view buttons. Clicking on the
arrow button to the right of the page number or clicking on the current screen
partition button will scroll through the pages in order. Clicking on the arrow
button to the left of the page number will scroll through the pages in reverse

order.



Fisheye View

Click the Fisheye button E in the button area when using a fisheye camera.
This will bring out a selection of views for fisheye camera to have better view

results.

Ceiling Mount - |:| EI |] @

Table/Floor Mount
Wall Mount

Select according to the way your fisheye is installed to have a best viewing result,

Ceiling Mount, Table/Floor Mount or Wall Mount.

Icon Description Reference

E conventional rectilinear

projection, panorama

view

E split-window, horizontal

view
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4 split-windows: 3
enlarged view windows
and 1 original fisheye
window.

Place the different
colored boxes in the
original fisheye window
on the upper right corner
to have detailed views
projected on the other

viewing windows.

1 enlarged view window
and 1 an original fisheye

window.

Place the colored box in
the original fisheye
window on the upper r ight
corner to have a detailed

view projected.

original fisheye view




Fisheye Tracking

Select one camera and click the Fisheye button in the top tab when using a

fisheye mode. Click the top right corner E symbol.

The fisheye tracking mode will be displayed in the bottom of Main View section,

providing automatically rotating view.

-
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E-map

Click the E-map button in the button area to open an existing E -map or create
an Emap.

When there is an existing E-map, the E-map will be shown as below. You can click
the set camera on the map to see its surroundings. If there is an alarm, the set

camera on the E-map will begin flicking and you can have a better idea where the
event took p lace.

Map Editor x
E-map Cameralist @ O ix X Q Q

Aol 1snbny

4
e

ix) Hotel Boheme

7 =4

% San Francisco

Police Department..
m

(e jHIew

valleio St
652 2
valieo St %
Columbus (ke The House
%Aslan fusion eats in
'a pint-sized space

Naked Lunch

) souffle Cafe

1S uoy HOONS

o QalW ay

OO
%,
%

« A3

Royal Pacific Motor Inn
98T

o1ppI00

When there is no E-map stored, the system will ask you to add an E -map
the steps below to create an E -map.

Follow

1. Prepare layout drawings or a map of the area being surveyed.

2. Click the Add button to bring out the Add Map window.
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Map Editor x

Add Map x

Map Path: Browse
Map Name:

Cancel

3. Click the Browse button to open a windows dialog. Select your map and click

the Open button. The drawing will be stored in the Server.
4. Enter a name for the map in the Map Name field.
5. Click Save. Once successfully added, an E-map node will appear.

6. Go to the Camera List tab to drag and drop the cameras to the desired

location on the E -map to complete the E -map creation.

81



82

Map Editor
e @oaxXxaa

| Teny's Pizza Nagoletans

s | Hose! Boheme

The House
Ql‘;m fusion eans n

& pnl-soed Space

Naked Lusch

. . Y
For camera relocation, click . to select the cameras and then the

selected camera can be moved.

Go to VMS Setup > System > Map Editor in the setup to add another E-map

or any further setups.

Secondary Display

Click the Secondary Display button in the button area when you have the
second monitor, the view will be sent to the secondary display.



6.3. Functionality within Views
Right clicking an active window will cause a function list to appear. These are
settings and functions that can be changed within the live -view window.

Object Tracking

Digital Zoom
Stream Buffer
Instant Playback
Manual Re
Others

6.3.1. Object Tracking

Object tracking can be used to track object. Only one channel could be added to

do the object tracking. Select one channel. Right -click the panel and select
Object Tracking to activate the function. The selected framed and tracking

object will display surrounded in blue square.
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v Object Tracking

Digital Zoom
Stream Buffer

Instant Playback

6.3.2. Digital Zoom

Digital zoom increases the view size without increasing resolution. The digital
zoom function can be used within any panel (even in full screen mode) with the

following steps:

1. Right-click the panel that zoom is required on, and select Digital Zoom to
activate the function. A picture -in-picture showing the whole screen framed

by a yellow box will appear.

2. Use the mouse scroll to zoom into the center of the image. Scrolling forward
will zoom in, scrolling backward will zoom out.  Click the corners of the box
and drag to the area of interest. The main picture will show the digitally -

zoomed output, while the picture and picture will display the entire view.



6.3.3. Instant Playback

The instant playback function gives users the ability to instantly playback up t
45 minutes of video, from 20 sec to 45 min. Right -click the video panel that
playback is required on, and select Instant Play > [Time Length] to activate the
function. A popup will open with the desired playback. Time lengths available are

dependent on, and will not exceed the pre -alarm recording time set in Pre/Post
Recording.

Object Tr'ac;r;:g

Digital Zoom

Stream Buffer

Manual Record ’ 1 Min

5 Min

15 Min
30 Min
45 Min
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Playback

CAM4571RF-2

2016-07-27 12:40:22
12:35:12 _— - a

B aeaOOROCON00000 - O -

The following table explains the buttons:

Snapshot

Audio volume

Full frame mode

o Time range can be set when viewing the
im @O g
I D ' Key frame mode

Saves videoclips/Exports selected clips

Clear all the Cue-Ins and CueOuts

Set Cueln marker for clip start

Set Cueout marker for clip end

Play backwards

Starts video playback

Automatic reply the clip.
@ (From Cue-in to Cue-Out)




Pause videoplayback

Stops video playback.

Jumps to the previous frame

Jumps to the next frame

Jumps to the previous segment

Jumps to the next segment

+ The play speed can be adjusted from 1x to 8x.

]
s

|[2]0]92/0®

6.3.4. Manual Recording

When recording schedules are set, it may be necessary to manually record a

video stream, even when the schedule does not specify for recording. | n this case
right -click the panel that recording is required on, and select Manual Record > [5,
10 or 30 minutes] to activate the function. The camera will record the stream
for the amount of time specified.

Digital Zoom

Instant Playback »

Others > 10 Min

30 Min
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6.3.5. Others

Image Settings
Camera image settings can also be accessed by right-clicking the panel containing
the camera video and selecting Others > Image Settings .

Object Tracking

Digital Zoom

Stream Buffer

Instant Playback

Image Settings

Insert

Reconnect

Remove Camera

Keep Video Length-Width Ratio
Object Counting

Image Settings

A7511
CAM751 Brightness

e

0

Saturation

—0

0
Contrast

=

0
Hue

[0

(]
Sharpness

—0

0

Copy Settings Cancel

1. Adjust the following sliders to change the camera image:
A Brightness 0 The overall lighting level of the image. This value ca n be
used to boost or reduce the apparent lighting of the image.

A Saturation dThe overall color intensity of the image. This value can be
used to boost or reduce overall color intensity.
A Contrast 0 The lighting difference between dark and light areas of th e

image. This value can be used to boost or reduce apparent differences
in lighting.



A Hue 0 The color cast of the image. This value can be used to

compensate for colored lighting or other color casting.

p

Sharpness 8 The edge contrast of the image. This value can be used to

make the picture appear clearer.
Click OK to save your changes.

Click Copy Settings to have the same settings applied to other cameras.

Once Copy Settings button is clicked, the following window will appear. Select

the cameras youo6d |i ke to have the same

Copy the config to Cameras x

All Cameras

CAM3371-<172.30.10.100>
CAM7511-<172.30.10.36>
CAM2441SC-3-<172.30.10.244>
CAM3471M-<172.30.10.103>

Cancel

Note: Camera Image Settings can also be configured by right-click the camera entry

in the Camera List below the Live View , then click Image > Image.
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Insert Image

The panel can be replaced with a user overlay.

Object Tracking
Digital Zoom

Stream Bufier

Instant Playback

Send to Large Channe HTML
Reconnect /.
Remove Camera

Keep Video Length-Width Ratio

Object Counting

To overlay an image on top of a panel:

1. Right-click the panel and choose Others > Insert > Image. The system will
prompt you to choose an image file.

2. Choose animage file, valid image types are JPEG, BMP, TIF and PNG. Click
Open to open the file.

3.  The image will be displayed in the panel. Click the red X in the top -right corner

to close the image.

Insert HTML
The HTML overlay function allows simple integration of web applications in the
VMS by replacing one or more panels of the screen with an active browsing

window. To overlay an HTML form or website on top of a panel:

1. Right-click the panel and choose Others > Insert > HTML .

Please enter a URL or HTML path.

Open

Cancel

2. In the field, enter a URL or the p ath containing the HTML form. You may also

choose to click Browse and choose an HTML file.

3. The HTML or website will be displayed in the panel. Click the red X in the top -

right corner to close the image.



Object Tracking

Digital Zoom
Stream Buffer

Instant Playback

Image Settings
Insert
2nd 1o Large Channe
Reconnect
Remove Camera

Keep Video Length-Width Ratio

Object Counting

When the view with diff erent sizes is selected, views in smaller divisions can be
switched to the larger division. To perform this action, right -click the panel

corresponding to the camera and choose Others > Send to Large Channel.

Reconnect

Object Tracking
Digital Zoom
Stream Buffer

Instant Playback

Image Settings
Insert
end 10 Large Chs
Reconnect
Remove Camera
Keep Video Length-Width Ratio

Object Counting

In some cases it may be necessaryto manually reset the connection to a camera.
To perform this action, right -click the panel corresponding to the camera and

choose Others > Reconnect.
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Remove the Camera

The Cameras can be removed by clicking Others > Remove Camera.

Object Tracking

Digital Zoom

Stream Buffer

Instant Playback

Image Settings

Insert
end to Large

Reconnect

Remove Camera

Keep Video Length-Width Ratio

Object Counting

Keep Video Length -Width Ratio / Resize to Fit Window
The image can be set as the length-width ratio or resize to fit window by clicking
Others > Keep Video Length -Width Ratio / Resize to Fit Window

Object Counting (can only be set via remote client)
Object Counting result can be displayed (if it has been set) by clicking Others >
Object Counting .

Object Tracking
Digital Zoom
Stream Buffer

Instant Playback

Image Settings

Insert

Reconnect

Remove Camera

Keep Video Length-Width Ratio
Object Counting




6.4. Full Screen View
6.4.1. Entering Full Screen View

From any view, you can switch to full screen mode by clicking on the full screen

button E located above the main viewing window. Optionally you may also

choose to view a single frame in full screen mode by double clicking on the frame.

6.4.2. Exiting Full Screen Mode

To exit full screen mode, hitthe ESCkey on your keyboard.
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Chapter 7. Server Setup

This section deals with Server setup procedures.

7.1. Server Settings
7.1.1. General Server Settings

The following sections deal with Server settings that can be configured under the

Server Settings menu.

1. Click E to bring out VMS Setupwindow and select System and then select
General Server Settings.

Surveon o
IVEVIew ™ Playback

- 3000 w2

Q I'd

NVR3308

2. A tabbed window will appear providing the following configuration tabs:

Storage Quota and Time Settings.



A Storage Quota

In the Minimum Free Space field, the Minimum space required for storage is
shown. The storage will be last for 30 days. Click on the items in the Position

section and use the Up and Down buttons to change the storage priorities.

A Time Setup

To set the server time c lick on the number you wish to change and enter a
value. Click OK to preserve the setting. The default time is set according to

the real -time clock on server.

A Time Synchronize
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