Fisheye Network Camera

Series

User Manual

Release 1.6

Surveon




All Rights Reserved © Surveon Technology 20 21

Copyright Statement

No part of this publication may be reproduced, transmitted, transcribed,
stored in a retrieval system, or translated into any language or comput er
language, in any form or by any means, electronic, mechanical, magnetic,
optical, chemical, manual or otherwise, without the prior written consent of

Surveon Technology Inc.

Disclaimer

Surveon Technology makes no representations or warranties with respe ct to
the contents hereof and specifically disclaim any implied warranties of
merchantability or fitness for any particular purpose. Furthermore, Surveon
Technology reserves the right to revise this publication and to make changes
from time to time in the content hereof without obligation to notify any
person of such revisions or changes. Product specifications are also subject to

change without notice.

Trademarks

Surveon and Surveon logo are trademarks of Surveon Technology Inc. Other
names pr ef BMR&adn dvi & BErbltRdemarks of Surveon Technology

Inc.

Microsoft Windows and Windows are registered trademarks of Microsoft

Corporation.
Linux is a trademark of Linux Torvalds.

Solaris and Java are trademarks of Sun Microsystems, Inc.

All other names, brands, products or services are trademarks or registered

trademarks of their respective owners .



Revision History

Version Description Date

1.0 Initial release . July 2013

1.1 New Features added. July 2013

1.2 Ul Modified. November 2013
1.3 Add new icons December 2013
14 FW upgraded June 2014

15 New model added September 2014
1.6 New model added October 2015




Table of Contents

Copyright Statement ... ————— 2
ReVISION HISIOMY .ovviiiiiiiiiiiiiicciiiiiies ettt trereeeeaaaaa 3
Table of CONENTS ..ovvvviicciiii s e e 4
Safety PreCautionsS .......cccccvvviiiiiiiiiiiiies it aaaeeeaaa 8
Device Installation/Site Selection  ....cccccoviviiiiiiiiiiiies e 9
Chapter 1. Product OVEIVIEW ...ccooiieeieiiiiiiiiiiiiiiee eveiteeee e e e e e e e e e eeeeeaanees 10
1.1. Network Camera Introduction  .......cccccceiiiiiiiiis e 10
1.2. Features and BenefitS .......ooooiiiiiiiiiiiiiiiiiis e 11
1.3. Technical Specifica tioNS .......cccccciiiiiiiiiiiiiies e 13
Chapter 2. Hardware OVEIVIEW  ....cociiiiiiiiiiiiiiiiiiiiiis aeieeeeeeeenin e eeenans 15
2.1 OVEIVIEW .oovviiiiiiiiiiiiiiiieieeeeeeees ettt arreeaaees 15
2.2.DIMENSIONS ..ovviiiiiiiiiiiiiiiiiiiiiee e e 19
2.3.FUNCLONS oo et eeeeaas 20
2.4.InStallation ....ooovvviiiiiiii e e 25
2.5. Camera Deployment .....cccccccciiiiiiiiiiiis e 33
2.6. Before YOU Start ......cccccooiiiiiiiiiiiiiies e . 33
Chapter 3. Connecting to the Network Camera .........cccccccviiiiiiiiiees e 34
3.1. Connecting with a Web Browser —.......ccccoociiiiiiiiiiiiiies v 35
Obtaining IP address through the IP Utility .....cccooeeeeiiiiiiiiies e, 35
Connecting to the Net Work Camera.....cccceeeeveeeeiiiiiiiiiiiies ceeeeeenn 35
Logging into the SYSteM.......uviiiiiiiiiiis e 36
Installing Active X Components in Internet Explorer ...........ccccccveeennnn. 36
Logging Out of the System........coiiiiiiiiis e 37
Using the Help INterface ......ccccccccviiie e 38

3.2. Connecting with an RTSP Player ......cccccceeiiiiiiiiiiiies e, 39
Connecting with a Mobile Device RTSP Player.......cccccoovvvviiiiiiicce. i 39
Chapter 4. Configuration through the Web Interface  ..........cccvieennn. 40
4.1. Interface LayOul ........ocoooiiiiiiiiiiiiiiiis e . 42



Control Descriptions .......ccccooeeeeeeeeiieeeiinn,

4.2. SEHINGS .oooiiiiiiiiiiiis e aaeeeeeaa

General ........cooeeueenn...

Basic SettingsS......cccoeevveveeeeeiiiiiiinn,

User Account.......
Date & Time .......

Network ......ccovvvvneeeen.

Network Configuration ...........ccccccoee.....

Port Settings .......

RTSP SettingS....ccooeeevveeieeeeiieeeiiins

Video & Audio Setting

S

Basic Settings.........cooccvvvviiiieeeennnnn.

Text Overlay Setti

NG coreeeee e

Video Codec Setting ..........cccvvvvvvvennnnnn.

Image Appearanc

Advanced Day Profile/Night Profile

Video Streams....

ROI Settings........

o

Privacy Mask Setting.........ccccceevveeveennnnn.

Recording.........ccccc.....

Recording Basic Settings

Recorded File Ma

nagement...................

Event Notification ........cccccovveivveniennnn..

Event Server.......
Event Alert Action

Motion Detection

. 43

46
46
48
51
53
53
56
57
57
59
60
62
64
64
65
65
66
72
79
83
84
86
87
87
89
91
01

. 94
. 95



Tampering Detection ......ccccccccvveiiiiis e 97

DI & DO oeiiiiiiiiiiiiiiiceiiieeiie e eeeaieens 98

Event SEttingsS ....ccoviiiiiiiiiiiiis e . 100
21 (=] 10 107
MicroSD Card Management.......cccccoovviiiiiiiiiiiis eeeieeeee e 107
Storage StatuS.....cooveveiiiiiiiiiiies e . 107
Storage Management......cccocevveviiiiiiiiiiiiies e 108
SYSIEM StatuS.....cciiiiiiiciiiciiis i e 109
SYSIEM LOQ. i iiiiiiiiiiiiiiiiiiiiiiiiis i aeeeean 110
Firmware Upgrade ......ccoooviviiiiiiiiiiiiis i 111
Configuration Upgrade .......ccccceeeeiviiiiiiiiiiiies e 111

Reset to Factory Default .......cccccceeiiiiiiiiiiis e 112
Export/Import & REbOOt ....ccovvviiiiiiiiiies i, 114
Chapter 5. Configuration through the IP Utility ..o, . 115
5.1. OVEIVIEW ..ovviiiiiiiiiiiiiiiiiiieeeeeees ettt avvreaees 117
5.2. Installing the IP Utility  ...ooiiiiiiiiiis e 117
5.3, IP Utility BAS ICS cooivviiiiiiiiiiiiii s e . 119
Starting the IP ULty ..o e . 119
[P Utility Main SCreeN ......cvviiiiiiiiiiiiiiiiiiieees ettt . 119
Exiting the [P ULility  ...ccooiis e .. 120
5.4, Camera ACtiONS ......coooiiiiiiiiiiiiiiiiiiis e . 121
SEAMCN ..t e 121

0 o o PP 122

o (0 0 1= =T 124
Delete from TOOl .....ccooiiiiiiiiiiiiiiiiiis e e 126
SElECL Al oo s e 127
Rebooting Camera.......ccccvvvviiiiiiiiiiiis e . 128
SEUIP. s e 129
Link to Camera Web Interface .......cccccccoviiiiies i 131
LINK 10 CAMEIa ...vvviiiiiiiiiiiiiiiiiiii s . 131

Link to Camera User Manager........cccccciiiiieevviiiinnes eveeeeeviiineeean, 132



5.5. Camera Group Actions

Add Group........ceeeeeeeviiieeeeeennnn.

Delete Group........ccevveevieeeeeenennnnn.

Rename Group.........cccccceevveeveenvnnnnnn.

Move to Group........cccevvvvemmmnnnnnnnnnnn.

Copy to Group ...cccvvvnveeieeiiiieeeeeeeennn

5.6. Configuration Settings

Download Configuration

Update Configuration ............ccccvvvveeeeennenn.

5.7. Firmwar e Actions

Update Firmware...........cccevvvvvvvvnnnnnnnn.

5.8. FOCUS TOO! ...ovvieiiieieieieeia,



Safety Precautions

A Electric Shock Warnin ¢

This equipment may cause electric shocks if not handled properly.

A Access to this equipment should only be granted to trained operators
and maintenance personnel who have been instructed of, and fully
understand the possible hazardous conditions and the c onsequences of
accessing nornfield -serviceable units such as the power supplies.

The system must be unplugged before moving, or in the even t that it
becomes damaged.

A Reliable Grounding

Particular attention should be given to prepare reliable grounding for the
power supply connection. It is suggested to use a direct connection to the
branch circuit. Check for proper grounding before powering on the device.

A Overloading Protection

The device should be installed according to specifications. Provide a su itable
power source with electrical overload protection. Do not overload the AC
supply branch circuit that provides power to the device.

A ESD Precautions

Please observe all conventional anti -ESD methods while handling the device.
The use of a grounded wrist strap and an anti-static work pad are
recommended. Avoid dust and debris in your work area.

>



Device Installation/ Site Selection

The device should be installed according to specifications. This device

should be operated at a site that is:

A Clean, dry, and free of excessive airborne patrticles.

A Well-ventilated and away from heat sources such as direct sunlight
and radiators.

A Clear of vibration or physical shock.

A Away from strong electromagnetic fields produced by other devices.

A Available with p roperly grounded wall outlet for power. In regions

where power sources are unstable, apply surge suppression.

A Available with sufficient space behind the device for cabling.

Never install or use, unless waterproof or dust -resistant is listed as a

feature, the device in the following locations:

A Areas where chemicals are used.

A Areas where dust, debris, or pollen is in excess.

A Areas where corrosive gas, sea water or high humidity is present.

A Areas where steam vapor or flammable environments is generated.

A Areas where radiation, X -rays, strong electric waves, or magnetism is
generated.

A Areas outside of the allowable ambient operating temperature range.

A Areas subject to impact or rigorous vibration.



Chapter 1. Product Overview

1.1. Network Camera | ntroduction

Fisheye network camera series are professional network cameras that use Internet
Protocol (IP) to transmit video stream s and control signals over networks. Capable
of operating over both LANs and WANs, they provide a complete budget-conscious
remote surveillance solution t hat are ultra clear and highly integrated. Fisheye
network camera series combine a user-friendly interface and simplified installation
with a powerful feature set to provide users an easy upgrade path to new digital
surveillance system in a virtual environ ment. These highlights make Fisheye
network camera series ideal choices for environments that require remote

surveillance or video transmission.
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1.2. Features and Benefits

Fisheye network camera series IP camera is a cutting-edge digital video
transmission device. It can compress and transmit real -time images of
outstanding quality using a reasonable amount of bandwidth through a standard
TCP/IP network. The following features make this IP camera an outstanding
choice when building an intelligent IP surveillanc e system:
A High Video Quality
High image quality is essential in security surveillance applications. It is
important to be able to clearly capture an incident in progress and
identify persons or objects involved. A network camera gives exceptional
video quality , even greater than that of traditional analog cameras, which

means that more detail or larger areas can be covered.

A H.264/MPEG4/MJPEG Compression

Motion JPEG, MPE&!, and H.264 (also known as MPE& Part 10/AVC),
each employ different techniques to reduce the amount of data
transferred and stored in a network video system. Network cameras that
support multiple compression standards are ideal for maximum flexibility

and integration possibilities.

A Dual Streaming
Dual-stream design enables simultaneous support of real -time video

monitoring, video recording, or mobile viewing applications which require

different resolutions , compression formats and frame rate s.

A MicroSD/SDHCCard Sot

IP surveillance relies on network connectivity , making it susceptible to
attacks on the network between the camera and recording facilities. With

onboard recording capability , our network cameras can truly be online
24/7. The microSD/SDHC card slot design ensures sufficient recording
capacity for an over -weekend period even at full frame rate and high

resolution.

11
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A Tampering Detection

This is an intelligent video analytics application available only in selected
network cameras in the market. When a camera is manipulated in any way
(e.g. accidental redirection, blocking, defoc using, spray-painted, covered

or damaged), it can automatically trigger recording and alert notifications.

A Power-over-Ethernet

The built -in Power-over-Ethernet support reduces cabling and installation
costs, and enables users to consolidate power faciliti es for higher
reliability. With PoE, a camera can still operate in the event of a power
failure if it is connected to a centralized backup power with an
Uninterruptible Power Supply.



1.3. Technical Specifications

Model Name CAM7510 CAM7511 CAM4571RF
o . 5M 360° Surround View 5M 360° Surround View
Description 5M 360° Surround View Fisheye Network Outdoor Fisheye Network

Fisheye Network Camera
Camera

Camera

Image Sensor

1/2.5" 5 megapixel progressive scan CMOS

f=1.37mm, F2.0

Lens f=1.27mm, F2.0 f=1.05mm, F2.8
SNR 48dB
WDR Yes
Day/Night ICR N/A Yes
IR LED N/A N/A

Min lllumination

0.05 Lux @ F2.8 (B/W)
0.5 Lux @ F2.8 (Color)

0.05 Lux @ F2.0 (B/W)
0.5 Lux @ F2.0 (Color)

0.05 Lux @ F2.0 (B/W)
0.5 Lux @ F2.0 (Color)

Iris Control Fixed
Viewing Angle Vertical: 185 ° Vertical: 180° Vertical: 183°
Camera Angle

Adjustment N/A
Pan/Tilt/Zoom N/A

Functionalities

Shutter Time

1/1 ~ 1/1,000,000 s

Video
Compression

H.264/MPEG4/MJPEG

Resolution Up to 2560 x 1920
14 fps at QSXGA (2560 x 1920) 12 fps at QSXGA(2560 x 1920
21 fps at QXGA (D48 x 1536)
20 fps at QXGA (2048 x 1536)
30 fps at 1080P (1920 x 1080)
30 fps at SXGA (1280 x 1024) 30 fps at 1080P (1920 x 1080)
Video FPS 30 fps at SXGA (1280 x 1024)

30 fps at 720P (1280 x 720)
30 fps at D1 (720 x 480)
30 fps at VGA (640 x 480)
30 fps at QVGA (320 x 240)

30 fps at 720P (1280 x 720)
30 fps at D1 (720 x 480)
30 fps at VGA (640 x 480)
30 fps at QVGA (320 x 240)

Video Control

AGC (Auto Gain Control

AWB (Auto White Balance),
AES (Auto Electronic Shutter),

Luminance Control,
WDR,
2D/3D De-noise,
RO,
Edge Enhancement,
Lens Correction,
Image Adjustment

),

Video Stream

Dual stream at H.264, MPEG4, and MJPEGsimultaneously

Bit Rate

32K ~ 20Mbps, VBR, CBR, controller frame rate
and quality

32K ~ 10Mbps, VBR, CBR,
controller f rame rate and
quality

13



Intelligent

Motion Detection, Tampering Detection

Video (blocked, redirected, defocused, or spray -painted)
Video Jack N/A

Audio Built-in MIC N/A

Audio 16KHz, ADPCM/G.711 N/A
Compression

Audio ;
Input/Output 3.5mm phone jack N/A
Alarm In/Out 1/1, terminal block N/A

Video Buffer

5 second pre-alarm, 30 second post-alarm

Event Action

Send snapshot or video clip
by FTP or email, record to
NAS, trigger DO

Send snapshot or video clip by FTP or email,
record to NAS, record to local storage, trigger DO

Supported IPv4, IPv6, ARP, TCP, UDP, ICMP, IGMP, DHCP, NTP, DDNS, SMTP, SNMP, FT
Protocols HTTP, HTTPS, CIFS, PPPoE, UPnP, RTP, RTSP, RTCP, 3GPP
Ethernet 10/100 Base-T / RJ45

Local Storage

microSD/SDHC x 1 (Class 4/Class 6 only)

RS485 N/A
USB N/A
SDK SDK 2.0
(0N Microsoft Windows XP/Vista/7
Browser Microsoft IE 8.0 or above
Software VMS 2.5
Temperature Operatioh: —10~5°O°C (14~12§°F)
Storage: -30~60°C (-22~140°F)
Humidity 5 to 90%
Power 12VDC 1.5A ; PoE (IEEE 802.3af ) wh Class 3 PoE (IEECEI:SOSZ:faf ) with
ConF')s(l)Jvr\;leprtion Max. SW
Dimension f160mm x 47| f145mm x 47 2130mm x 103mm (H)
Weight Net: 490g Glr\lo(?st:s?fE?gSg
Certification Safety: LVD Safety: LVD Safety: LVD
EMC: FCC, CE EMC: FCC, CE, GOST EMC: FCC, CE, IP67,IK10

14



Chapter 2. Hardware Overview

2.1. Overview

CAMr510/ 7511 Indoor Fis heye Network Camera

Cable Outer

Built-in Micro Phone

©

©
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CAMA57 1RF Outdoor Fisheye Network Camera

Front view

Rear view




CAMr510/ 7511 Indoor Fisheye Network Camera
Hard Ceiling Mount (With Dome Cover)

B —
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CAMr510/ 7511 Indoor Fisheye Network Camera
In-Ceiling Mount (With Dome Cover)




2.2. Dimensions

CAMr510/ 7511 Indoor Fisheye Network Camera
Hard Ceiling Mount (With Dome Cover)

Unit: mm (inches)
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In-Ceiling Mount (With Dome Cover)
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2.3. Functions
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1. Audio In/Out Connector

Audio In/Qut are both for 3.5mm jack s. Audio-in provides for an
external mono microphone. Audio out can be connected to a public
address system or an active speaker with a built -in amplifier. A pair of

headphonescan also be attached.

Note: Built-in microphone can also be used for certain models. Please

refer to Audio Setting section for details.

2. Status LEDIndicator

The LED will light up after the camera has successfully completed the
boot process. The Status LED indicator in the rear of the camera can be

set to lig ht whenever the unit is accessed, or be shut off .

Shows steady green for normal operation, flashing
when the camera is accessed.
Green .
Note: The Status LED can be configured to be
unlit.
Status Steady during startup, reset to factory def ault or
LED when restoring settings.
(rear) Amber Flashes every 0.2 sec during firmware upgrade.
(On:0.2 sec, Off: 0.2 sec)
Note: Startup or reboot may have failed if the status LED shows
steady amber for over 1 minute.
Unlit No network connection.

3. ResetButton

Pressng the reset button will restore the camera to its factory default

settings, as described in Resetting to the Factory Default Settings .

4. MicroSD/SDHCCard Yot

The microSD/SDHC card slot can be used for local recording and

firmware upgrade.

Note: Apacer 4GB Class 6/Transcend 8GB Class 6/Kingston 16GB Class 2
SanDisk 16GB Class 2/SanDisk 32GB Class MicroSDHC card are
recommended, since they have passed the SD Card QVL (Qualified
Vender List) test.

5. Network connector

The camera connects to the network via a sta ndard RJ45 network

connector. The camera detects the speed of the local network

21
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(10/100BaseT). The camera also supports PoE (Powerover-Ethernet),

and can be powered directly through the network cable.

6. Power Connector

The power connector is provided for s olutions without PoE.

7. 1/O Terminal Connector

The 1/O terminal connector provides an RS485 interface, one transistor
output, two digital inputs, and connection point s for auxiliary DC power

and GND.
The 1/O terminal connector provides the interface to:

0 1 transistor output - For connecting external devices such as relays
and LEDs. Devices can be activated by Output buttons on the Live
View page or by an Event. The output will show as active (in Event

Configuration > Port Status) if the alarm device is activ ated.

0 2 digital inputs - An alarm input for connecting devices that can
toggle between an open and closed circuit, for use with devices
such as PIRs, door/window contacts, glass break detectors, etc.
When a signal is received the state changes and the input becomes

active (shown under Event Configuration > Port Status).

0  Auxiliary Power and GND



GND

Pin 1

Ground

Description

12V Auxiliary DCPower
(not to power this
camera)

Pin 2

Electrically
connected in
parallel with the
connector for the
power supply, this
pin provides an
auxiliary connector
for main power to
the unit. This pin
can also be used to
power auxiliary
equipment with a
maximum current of
100mA.

Voltage: 12V DC,
Max: 1.2W

DI(Digital Input)

Pin 3

Connect to GND to
activate, or leave
floatin g (or
unconnected) to
deactivate.

Must not be exposed
to voltages greater
than 30V DC

DO (Digital Output)

Pin 4

Uses an open
collector NPN
transistor with the
emitter connected
to the GND pin. If
used with an
external relay, a
diode must be
connected in
parallel with the
load, for protection
against voltage
transients.

Max load = <100mA
Max voltage = 24V DC
(to the transistor)

23
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CAMA571 RF Outdoor Fisheye Network Camera

Inner View

sDsSlot |/




2.4. Installation

CAMr510/ 7511 Indoor Fisheye Network Camera
Hard Ceiling Mount

1. Place the installation sticker on the ceiling. The three red dots indicate
the location of the screws.
Make one cable entry hole and three screw holes on the ceiling with the

electric drill.

Screw Holes

2. Insert the anchors into the drilled holes.

25




26

3. Secure the camera with the mounting screws provided.

Use the provided L-type hex wrench to unscrew the camera shell.
Connect the camera to network with the network connector.

For users need to use audio in/out function or not having PoE device,
thread the multiple conn ector interface cable through the cable entry
hole.

If you want to route cables from the side of camera, please remove the

®

rubber slide cover  from the dome cover.

Connect the power connector to a power outlet when there is no PoE
device.

The status LED indicator will blink amber to indicate the boot -up
sequence has started.

Wait until the LED is in a steady green state, indicating the camera boot -up

is complete.



9. Focus adjustment can be made by loosening the screws on the lens. Re-

tighten the screws afte r the adjustment is finished.

Note: Please check the live view after the camera is logged in.

10. Reinstall the camera shell and screw the dome cover onto the camera.

27
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In-Ceiling Mount

1. Place the installation sticker on the ceiling and cut the circle out of it.

2. Align the three support brackets with the screw holes on the back of the

camera.

3. Place the camera into the ceiling opening.




Secure the camera with the mounting screws according to the thickness
of the ceiling.

(The brackets cannot be fastened too ti ght, or the iron sheets on the

brackets may become deformed.)

Use the provided L-type hex wrench to unscrew the camera shell.

Connect the camera to network with the network connector.

For users need to use audio in/out function or not having PoE dev ice,
thread the multiple connector interface cable through the cable entry
hole.

If you want to route cables from the side of camera, please remove the

®

rubber slide cover  from the dome cover.

Connect the power connector to a power outlet when there is no PoE

device.

The status LED indicator will blink amber to indicate the boot -up

sequence has started.

Wait until the LED is in a steady green state, indicating the camera boot -up

is complete.

29
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10. Focus adjustment can be made by loosening the screws on the lens. Re-

tighten the screws after the adjustment is finished.

Note: Please check the live view after the camera is logged in.

11. Reinstall the camera shell and screw the dome cover onto the camera.




CAMA571RFOutdoor Fisheye Network Camera

1. Open and take out the d ome cover from the base.

2. Use the dome base to mark the desired camera position and make 3
holes for the anchors and then put the anchors into the holes. Use the

screws to fix the camera unit on the surface of a wall.

Note: Cables can go through either the base or side cable entry. When

choosing the base, remember to drill a hole for the cable entry.

Dome Base

Cable Entry

31
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Focus adjustment can be made by loosening the screws on the lens. Re-tighten the

screws after the adjustment is finished.

Loosen the screw ring to adjust the focus.



2.5. Camera Deployment

A

-

Remote Client
L ozzes | Management Center

DHCP Router

2 i

GbE Switch Camera(s)

VGA Station for Local Client

Smart Megapixel Video Recorder

2.6. Before You Start

Please prepare a PC with Windows (XP or above) and web browsers(Internet
Explorer 6.0 or above) installed.

33
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Chapter 3. Connecting to the

Network Camera

This section demonstrates how to connect to the network camera through two
methods:

1 Web Browser 8 A simple web-based interface. Internet Explorer is the
recommended web browser for use with network cameras, and our

examples will be from this browser. Usage on other browsers will be
similar.

1 RTSP Playerd These include common streaming media players, such as
RealPlayer or Quicktime Player. These players can provide live view of
the camera using the Real-Time Streaming Protocol (RTSP).



3.1. Connecting with a Web Browser

Obtaining IP address through the IP Utility

The IP address can be obtained using the IP Uility in your product CD:

1. Double click Start SearchToollnstall.exe to begin the utility installation.

2. After the installation is complete, click the  Auto Search button or click

Camera > Search in the menus.

User Manager
Search

5) Name Configuration
@ New Devices(T) & camzz01 Maimenance »
[ wamnings/Errors(11) @ camz321 S T )
® 5 MyGroup @) cam1 300 Link to Camera
B camzan Properties

The camera search will begin, and a status bar will display the search
progress.

3. The details of the camera will display after the search is finished.

Humber Name P Model MAC Status NetMask
O 1 & cam2320 172186.147 CAM2320 00D02360022F Mew 295.255.254.0
O 2 & camz311 172.18.7.61 CAM2311 000COCADDBAA Mew 255.255.254.0
O 3 & cAmM3385 172.18.6.80 CAM3365 00D02360022C Mew 255.255.254.0
O 4 @ cam1300 172186.215 CAM1300 000COCADOGF1 Mew 255.255.254.0

Note: (1) The search may take up to 2 minutes, depending on your network
configuration. (2) If your network does not have DHCP service, the
default | P address is 192.168.88.10.

Connecting to the Network Camera

Launch the web browser (Microsoft ® Internet Explorer 6.0 or higher is

recommended). Enter the IP address of the network camera in the address

bar of your browser and press enter.

You can also Click the Link to Camera button or click Camera> Link to

Camerain the I P Utility menu bar. The camerabd

open in a browser window.
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amera | Help
Login
User Manager
Search

Configuration
Maintenance
Device Group
Link to Carnera

B & camzz01
& & camzan
#cam3ass

Logging into the System

The following information will prompt for logging in:

User Name: |

Password: |

[ ok | | cancel |

[ F]

A Username dThe username for the domain. Default is always admin.
A Password d The password for the domain. Default is always admin.

Click OK.

Installing Active X Components in Internet Explorer

You may be prompted to install ActiveX® components when accessing the
net wor k camer ads L iYeseheVpromptedpYagvell;be able i ¢ k
to access the camera after installation is completed. Under Windows, this

action may require administrator privileges.

If the dialog box suggests that you are not allowed to install ActiveX

components, try resolving the problem using the following steps:

1. In Internet Explorer, open Tools> Internet Options> Security. Click

the Custom level button.



2. Search for Download signed ActiveX controls. Under this heading

select Prompt and then click OK.

Security Settings |EJ[§__'<J

Setkings:

' @ n:ti'-.-'Ee::-:: controls and plug-ins ~
] Download signed Activel controls
() Disable
=
() Enable
A
@) Prompk
@ Download unsigned Ackiver controls
() Disable
A
(®) Enable
C I Prompk
@ Initialize and script Ackiver controls nok marked as safe
() Disable
!
(®) Enable

I.r"‘!l Prompk
[#h n_.F._ PR P Eppptiy Cypp) PRpRpRE iy PR R A |

$ L4

Feset custom settings

Reset ko: Mediurm .

[ 88 ][ Cancel ]

3. Continue installing the Active X components.

4. After installing ActiveX, go to Tools > Internet Options > Trusted
Websites > Sites and add the IP Address of the camera.

Logging Out of the System

Logging off of the camera can be performed by closing the browser window.
Users can also choose to click the Logout link located at the top of the

screen.

| Settings | Logout Help

Stréams I’% 2 | [ E]II
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Using the Help Interface
While using the web interface, you may click on the Help link located under
the title bar. This will bring up a pop -up containing the IP Camera Help

manual.



3.2. Connecting with an RTSP Player

Connections through RTSP Media Players such afkeal Player and QuickTime
Player are supported. We will use Real Player as an example in this section.

1. Launch Real Player.
1. Select File > Open URL, to open a URL dialog box.

2. Enter the camera URL in the address bar.

':. Type the location of a clip or web page. and FealPlayer wil
open it fior you.

Open: |rtsp://172.16.80. 169/ sream1 ~

[ oK l [ Cancel ] [ Browse... ]

Note: The format for RTSP is: rtsp://<IP Address>/<Access>, where <Access>
can be found at Settings> Network> Port Settings> RTSP Setting . By

default the <Access> value should be stream1 and stream?2.

3. Click OK, the stream should begin playing.

Connecting with a Mobile Device RTSP Player

In order to access streaming video on 3GPP mobile devices, please make sure
the network camera is already online and connected to the Internet. Inthe IP
field under the IP Addresssection of the window, enter the IP address of the

IP camera.

1. Change the settings under Settings > Video & Audio> Stream2 : Set
the image format as MJPEG4, resolution as QVGA (320x240 or below,

and constant bit rate as 128 Mbps or below.

2. Launch the RTSP Player on the 3GPP mobile device and enter the

URL address for the camera. The video should start playing.

Note: The format for RTSP is: rtsp://<IP Address>/<Access>, where <Access>
can be found at Settings > Network> Port Sett ings> RTSP Setting By

default the <Access> value should be stream1 and stream?2.
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Chapter 4. Configuration through

Camera configurations can be done through web interface and IP Utilit y.

the Web Interface

**Eor web interface, please look into this chapter ; for IP Utility, please refer

to Chapter 5.

Web Interface

IP Utility

General

Basic Settings

\Y,

X

User Account

X

Date & Time

X

Network

Network Configuration

Set IP Only

Port Settings

X

UpnP

Wifi Setting (CAM1300/1311 Only)

Video & Audio Settings

Basic Settings

Image Appearance Settings

Video Streams

Audio Settings

PTZ

RS485 Settings/PTZ Settings

Recording

Recording Basic Settings

Recorded File Management

Event Notification

Event Server

Motion Detection

Tampering Detection

DI & DO

Event Settings

System

MicroSD Card Management

System Status

Sysem Log

Firmware Upgrade

Resetting to Factory Default Settings

| <1 << << << << < <)< K<< <K<K <K<Kk |IK<

X| <| X| <| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X
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Export/Import
Reboot
Camera Search
Login
Properties

Delete from Tool

Clearing and Setting Status

Camera Group Actions

Configurati on Settings

Focus Tool

X| X| X| X| X| X| <| X| <| <

I <1 <1 << << <| <] X
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4.1. Interface Layout

This section demonstrates the | ayout of the

The 4 main areas on the interface are:

| Setiings | Logout | Help
Streams T o)

Type |H.264 s
Size  |1920P(2560x19Z V|

Digital Zoom | | |

Digital T
Output _ 2High|iLow| o

Firmware: V2.4.C04.20140529

1. Menu Bar - The links on this bar allow users to togg le between live -

view and settings screens, as well as logout and pull up the help menu.

2. Live View Controls - These controls allow users to configure the live
view streams and camera live view functionality.

3. Button Bar - These controls allow the user to qui ckly access common
features such as live view window resizing, video and still frame
capture, interface language, and audio controls.

4. Live View Window - This portion of the screen displays the stream

selected in the Live View Control section of the web int erface.
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Control Descriptions

Control

Description

Adjust Window Size: When clicked, the display
window size can be adjusted manually to fit the
screen. The screen size changes back to the actual

image size (resolution).

Full-Screen: Goes to full-screen when clicked; press

OESC6 to return to windowed

Image Capture: When clicked, captures the current
screen as an image in a new pop-up window. The
location for saving the image can be changed under

Settings > Recording> Recording Basic Settings . The

file name is set to o0Camer 4
(the Camera Name can be changed under Settings >
General> Basic Settings).

Manual Record: When clicked, records the current live
video. Stops recording when clicked again. Th e location
for storing the video can be changed under Settings >

Recording > Recording Basic Settings .

Audio-In: Turned off by default; clicking once allo ws
audio to be transmitted from a local microphone to the
camera. Clicking again stops audio transmission.
Multiple users may access the live view page and
receive audio from the camera, but only one user at

once is allowed to send audio to the camera.

Mute: Mutes the audio captured by the camera when

clicked, un -mutes the audio when clicked again.

Volume: Sets to the current computer volume;

Dragging the slider adjusts the volume.

Mounting Type: Settings based on the mounting types:

Table/Floor Mo unt, Wall Mount and Ceiling Mount.
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Image Division: Drag 360° images to rectangle

shape.

Image Division: Divide the image into two 180°

divisions.

Image Division: Divide the three zoom-in image

into divisions.

Image Division: Divide the one zoom-in image into

divisions.

Image Division: 360° images (oval shape)

Language IEng\ish j‘

Language: Sets the Ul language. Available
languages include English, Simplified Chinese, and

Traditional Chinese.

=] o
Streams ] 1 2

Streams: Allows users to choose which camera
stream to view. T he indicator above the stream
will turn light green when the stream is selected.

o °
Streams [ 1 2
Type | MTPEG v

Video Format: Sets the compression format for
the current stream. Available formats are H.264,
MPEG4, and MJPEG.

Type IH 264 V|

S (1920P(2560x197
920 (2560
Digital 2 1536P(2048x1536)
1080P(1920x1080)
Digital | SXGA(1280x1024)
Output |720P(1280x720)
D1(720x480)
VGA(640x480)

|QVGA(320x240)

Image size (resolution): Sets the resolution of the
stream currently selected. Options are available
for each stream: 1920P (2560 x 1920) 1536P (2048
x 1536), 1080P (1920 x 1080), SXGA (1280 x 1024),
720P (1280 x 720), D1 (720 x 480), VGA (640 x
480), QVGA (320 x 240)

Digital Zoorm |

Digital Zoom: When clicked, activates digital zoom
in the current live -view stream. 2 options are

available when clicked:

]ﬂj Zoom Out
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Control

Description

Digital
Qutput

To set the digital output as high voltage or

ground or off can be done here.

High | Low | Off
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4.2. Settings

46

Camera settings may be changed by clicking on the Settings link located in
the title bar. This will bring up a menu list of configuration menus for all
major camera settings.

General

General setting menus are found under Settings > General.

Basic Settings

Live View | Sefings | Logout | Help admin 2014-06-11 16:06:45
¥ General General = Basic Settings
»Basic Settings Host Name
User Account Host Name: CAMT511-00d0236066a8
Date & Time
Camera Name
> Network
Camera Name: CAM7511
> Video & Audia (valid characters: A-Z, a-z 0-9, Chinese, space)
»p1Z
LED Indicator

¥ Recording
System Status LED @ LED default on, flashing during camera access

¥ Event Motification -
() LED default off, flashing during camera access
% System () LED default on, off during camera access

O LED always off

OK Cancel

Basic settings may be accessedunder General > Basic Settings. The following
settings can be made:

, Host Name: by default set to "model name + MAC address"; displays
on the center of the main page. Users may replace the default name
with a new name consisting of alphanumeric characters, spaces and
the ":" character.

., Camera Name: by default set to "model name"; after selecting
Camer a Na m®etiingd ¥ dideo & Audio> Basic Settings , the
Camera Name will show on the display. Users may replace the default
name with a new name consisting of alphanumeric characters, spaces
and the ":" character.

. LED Indicator: changes the behavior of the status LED on the front of

the camera. There are four possible behaviors:

0 LEDdefault on, flashing during camera access



0 LED default off, flashing during ca mera access
0 LED default on, off during camera access
0 LED always off

Click OKto save or Cancel to abort the changes before you leave the page.
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User Account
The User Account section, found under General > User Account, controls the

user account information and privileges.

admin 2014-06-11 16:10:40

Live View | Seffinos | Logout | Help
General = User Account

¥ General

Basic Settings User Account
>User Account
User Name User Group
Date & Time admin Administrator
guest Operator

Max account number is 10.

Add J Edit J Remove J

User Login Settings

» Network
» Video & Audio Enable access without login
Maximum number of simultaneous viewers limitedto: 5 [1..10]
»Pp1Z

¥ Recording

¥ Event Motification OK Cancel

» System

There are two pre -configured accounts:
., admin - This is the default administration account, and cannot be

deleted.
guest - This is an account with only live view capability.

There are also two basic settings under user account settings:
Enable access without login - Checking the checkbox will allow users
to view the camera stream without having to login.
Maximum number of simultaneous viewers limited to - Enter a
number from 1 to 10 in this field to limit the number of users that can
view the live view stream for this camera. This option will only be

displayed once you add an account.

Click OK to save or Cancel to abort the changes before you leave the page.



Adding Accounts
In General > User Account under the User Account heading, click on 0Add©é.

Up to 10 accounts can be added to the system.

User Account
User Name: |Iest1
User Group: |Administrat0r j
Password: II-I-III-I-I
Confirm password: [essssss
[ OK | | cancel |

All User Names and Passwords must be combinations of alphanumeric
characterdts, ©O:0,between 4 and 20 characters

begin with an alphabet letter. Fill out the following fi  elds:
User Name - The identifier name used to login to the system.
User Group - The system allows for 2 types of users.
o Administrator - Administrators have full access privileges.
0 Operator - Operators can only access the live view page.

Password - A passley used to control user access. The password must

be a combination of al ph-anumedi bettvaeractderl
and 20 characters in length, and must begin with an alphabet letter.

This password should be retyped in the Confirm password field, to

ensure that the correct key is saved.

Click OK when finished to add the user to the system.
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Editing Accounts

Edit User Account

User Account

User Name: |

User Group: |Operat0r j

Password: Jesese

Confirm password: Jesese

[ Ok ] [ Cancel

y

In General > User Account under the User Account heading, select an
existing account by clicking on the account entry. The entry will be
highlighted in yellow. Clicking Edit will allow you to change the following

fields:

User Group - The system allows for 2 types of users.

5

0 Administrator - Administrators have full access privileges.
0 Operator - Operators can only access the live view page.
Password - A passkey used to control user access. The password must
be a combination of alphanumebdbi bettvaeracter
and 20 characters in length, and must begin with an alphabet letter.
This password should be retyped in the Confirm password field, to

ensure that the correct key is saved.

Click OK when finished to save any changes.

Note: Only accounts that are not currently logged -in can be edited.

Deleting Accounts

In General > User Account under the User Account heading, select an
existing account by clicking on the account entry. The entry will be
highlighted in yellow. Click Remove and, when prompted to confirm deletion,

click OKto remove the account.



Date & Time

Date and time settings can be accessed at General > Date & Time.

Live View | Seflinos | Logout | Help admin  2014-06-11 16:23:23

General = Date & Time

¥ General

Basic Seftings Current Date & Time

e Areei Date: 2014-06-11 Time: 16:23:20

»Date & Time
Time Zone Settings
¥ Network ;
Time Zone: |(GMT +5:00) Beijing, Perth, Singapore, Hong Kong, Taipei ||

¥ Video & Audio
»pP1Z Time Settings

» Recordin _
g @) Synchronize with NTP server{Periodically synchronize clock with Internet servers)

%> Event Notification NTP server:  64.236.96.53
» gystem ) Manual Update
Date: ] Time

) Synchronize with Computer Time

Date: Time

Day Light Saving

Enable Day Light Saving

starnTime:  [Janvary v [1 [v]  [oo[~]:[o0]~]
End Time : mm I@I@

oK ] cancel |

Current Date & Time displays the current system date and time.

Time Zone Settings
The time zone can be set using the dropdown menu. This menu is only
applicable when selectable when Synchronize with NTP Server is chosen

under Time Settings .

Time Settings

There are 3 ways to set the system time:

1 Synchronize with NTP server - NTP is a protocol for synchronizing
the system clock to an external server. If this option is chosen, enter
the IP address of a known NTP server in the NTP Server field. You

must also choose the appropriate time zone under Time Zone Settings .

1 Manual update - Updates the time manually. Choose the appropriate

date and enter a time for the system.
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9 Synchronize with computer time - Synchronizes the time with the

computerds internal clock.

Day Light Saving
Users can set the Day Light Saving Time by ticking on Enable Day Light
Saving.

Click OKto save or Cancel to abort the changes before you leave the page.



Network

The network settings, including network configuration, port configuration,

and universal plug and play (UPnP) settings are used to configure camera

connectivity. These settings are found under the Settings > Network context.

Live View | Seflings | Logout | Help

EL

2014-06-11 16:25:21

» General

¥ Network

»Network Configuration

Port Settings
UPnpP

Wifi

SHMP

HTTPS

» Video & Audio
»PTZ

3 Recording

# Event Notification

» System

Network = Network Configuration

IP & DNS Settings

® GetlP address Automatically

O Use fixed IP address
IP address:
Subnet mask:
Default Gateway:
Primary DNS:

Secondary DNS

IPVE &DNS Setting

) GetIPvE Address Automatically

® Use fixed IPvE
IP address:
Prefix length:
Default Router:
Primary DNS:

Secondary DNS

PPPoE Settings

['] Enable PPPOE
User Name
Password:

Confirm Password:

DDNS Settings

[] Enable DDNS
DDME Server
Host Name:
User Name

Password:

Network Configuration

These settings are used to configure basic network access for the camera.

They are found under Network > Network Configuration

Most of these settings vary with your specific hardware setup; therefore the

defaults are set for common SOHO level usage. If you are using the camera in
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an enterprise environment, please check with your IT department to

determine the correct settings for this section.

IP & DNS Settings

These settings are used determine the IP address of the network camera.

Get IP address automatically - Automatically acquires IP address from

a DHCP service. This is the default setting .

Use fixed IP address - Sets a fixed IP address. You must also manually
fill in IP address, Subnet mask, Default gateway, Primary DNS, and
Secondary DNS fields. The network camera can be connected to the

network upon completion.

IPV6 & DNS Settings
This only works if your network environment and hardware equipment

support IPv6.

Get IPv6 address automatically o the network camera will listen to
router advertisements and be assigned with a link -local IPv6 address
accordingly.

Use fixed IPv6 address - Sets a fixed IPv6 address. You must also
manually fill in IP address, Prefix length, Default gateway, Primary
DNS, and Secondary DNS fields. The network camera can be connected
to the network upon completion.

PPPoOE Settings

This feature is disabled by default. Co nnecting to the network using PPPoE
(Point-to-Point Protocol over Ethernet) requires a user hame and password
from your ISP (Internet Service Provider) . Select Enable PPPoE and fill in

valid user name and password to connect the camera to the Internet.

DDNS Settings
DDNS (Dynamic Domain Name Server) is a protocol that enables the camera
to maintain a static connection address, even when its IP changes. Access

using this feature is disabled by default.



Connecting using DDNS requires registration on third-party websites for DDNS
services. Select desired DDNS service website, check the Enable DDNSoption,
and fill in valid user name and password. You can then access the camera

through the registered domain name.

Click OKto save or Cancel to abort the change s before you leave the page.
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Port Settings

Ports are a software construct used to multiplex the transmission information

to and from the camera. They act as separate endpoints within an IP address
where software "listens" for incoming information.  This section, which can be
accessed under Network > Port Settings, includes HTTP Port Settings, RTSP
Settings and RTPMulticast Setting s.

Metwork = Port Settings
HTTP Port Settings
HTTP Port: a0
LiveView Port: 6002 (1-32767)
RTSP Settings
Access Mame for Stream 1: [stream | eq. tsp:P address/stream
Access Name for Stream 2 |stream2 | eq. nsp:iP addressistream2
RTSP port: [554 | Note: RTSP port must be a valid port number.
RTP port for video: [5500 | Note: RTP port for video must be a valid port number.
RTCP port for video: [5501 | Note: RTCP port for video must be a valid port number.
RTP port for audio: [5502 | Note: RTP port for audio must be avalid port number.
RTCF port for audio: [5503 | Note: RTCP port for audio must be a valid port number.
Rtp Packet Size: [16384 | (1448-16384)
RTP Multicast Settings
[]Enable RTP Multicast
RTP Multicast Video Port1:
RTP Multicast Audio Port1:
RTP Multicast Video Port2:
RTP Multicast Group Address:
RTP Multicast TTL:
OK , Cancel ,

Note: The default port numbers in this section are, for the most part, well -
known or commonly known values. We recommend that t hey not be

changed unless there is a specific reason to do so.

HTTP Port Settings

The HTTP port number is used access the camera via the HTTP protocol.

The LiveView Port number is used to transmit live -view information.




RTSP Settings

RealTime Streaming Protocol (RTSP) is a protocol used to establish and
control media sessions between end points.

You may change the access name for stream 1, stream 2, the RTSP port

number, the RTP port for video, the RTCP port for video, RTP port for audio,
and RTCP portfor audio.

Note: The RTP port number must be an even number. After entering the RTP
port number, the RTCP port humber will automatically be set to the

RTP port number + 1.

RTP Multicast Settings
Tick Enable RTP Multicast to set up multicast via the RTP protoco I. The

RTP Multicast video/audio port and group address  can also be set.

Click OKto save or Cancel to abort the changes before you leave the page.

UpnP

Live View | Sefings | Logout | Help admin 2014-05-13 15:19:02

¥ General Network > UPnP

¥ Network UPnP Settings

Metwaork Configuration Enable UPnP

Port Settings Friendly Name: CAM4311

>UPnP Interval: 100 [10 Sec - 300 Sec
Wi
SNMP

HTTPS

OK Cancel

¥ Video & Audio
»PTZ

3 Recording

3 Event Notification

» system

Universal plug and play (UPnP) is a protocol that simplifies the
implementation of networks by allow ing new hardware to connect seamlessly
to a network. The settings for this feature can be found under
Network>UPnP.

To enable UPNP, first check the Enable UPnP box. If you wish to change the

default values, there are two fields that can be edited.
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Friendly Name - An identifier for the camera on the network.

Interval - The time between camera -sent UPnP updates.

Click OK to activate UPnP or Cancel to abort the changes before you leave

the page. Once activated, the camera will be visible to other devices ont he
network.

Note: If the computer does not have UPnP installed, you can add it by going
to Start > Control Panel > Add or Remove Programs . In the Add or
Remove Programs page, selectAdd/Remove Windows Components >
Networking Services and click Details. Select UPnP from the popup
window, and OK out to install UPnP services.




Wifi

Wifi functionality is not supported.

| Logout | Help

» General Metwork = WiFi Setting

¥ Network

Metwork Configuration
Port Settings
UPnP
>Wifi
SNMP

WiFi function is not supported!
HTTPS

» Video & Audio

»PTZ

» Recording

¥ Event Motification

» System
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SNMP

Live View | Sefings | Logout | Help admin 2014-05-13 15:24.32
» General Metwork = Network Configuration
¥ Network SNMP Config

Metwark Confi i
LS L [[] Enable SNMPv1, SNMPv2c

Port Settings Read/Write community:

UPnP Read only community:

Wifi

> SNMP [] Enable SNMPy2
HTTPS Read/Write Security Name:
Authentication Type MD& v]

ENRED AT Authentication Password
»p1Z Encryption Type AES ﬂ
» Recording Encryption Password:

 Event Nofification Read Only Security Name:

Authentication Type SHA v
» system
Authentication Password

Encryption Type DES V]

Encryption Password:

oK ] Cancel

The Simple Network Management Protocol is an application layer protocol
that facilitates the exchange of management information between ne twork
devices. It helps network administrators to remotely manage network devices
and find, sol ve network problems with ease. The settings for this feature can
be found under Network > SNMP

The SNMP consists of the following three key components:

1. Manager: Network -management station (NMS), a server which executes

applications that monitor and control managed devices.

2. Agent: A network -management software module on a managed device

which transfers the status of managed devices to the NMS.

3. Managed device: A network node on a managed network. For example:
routers, switches, bridges, hubs, computer hosts, printers, IP telephones,

network cameras, web server, and database.

Before configuring SNMP settings on the this page, please enable your NMS

first.



To enable SNMPcheck the Enable SNMPv1, SNMPv2dox.

Select this option and enter the names of Read/Write community and Read
Only community according to your NMS settings. For example: 111/222.

SHNMP Config

Enable SMMPv1, SMMPv2c
Read/rite community: 111

Read only community: 222

Check the Enable ShMPv3

This option contains cryptogra phic security, a higher security level, which

allows you to set the Authentication password and the Encryption password.

Security name: According to your NMS settings, choose Read/Write or

Read Only and enter the community name.
Authentication type: Selec t MD5 or SHA as the authentication method.

Authentication password: Enter the password for authentication (at least

8 characters).

Encryption password: Enter a password for encryption (at least 8

characters).

Click OK to activate  SNMPor Cancel to abort t he changes before you leave
the page. Once activated, the camera will be visible to other devices on the

network.
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HTTPS

Live View | Zefiings | Logout | Help admin 2014-05-13 15:52:33
» General Network = Network Configuration
¥ Network Installed Certificate
Network Configuration
¢ ®) Create Self-Signed Certificate Automatically
Port Settings

) Create Self-Signed Certificate Manually

UPnP Create ]

Wifi
Certificate Info
SNMP
»HTTPS Subject Name:

State
 video & Audio
»pTZ

Remove |
»» Recording

¥ Event Notification

» gystem

Hypertext Transfer Protocol Secure (HTTPS) is a communications protocol for
secure communication over a computer network, with espec ially wide

deployment on the internet.

Select Create Self-Signed Certificate Automatically and click 0Create6 to

have the certification authority automatically. Once succeed, you will see

the Certificate Info in the next section of this web page.

Live View | Seflings | Logout | Help admin 2014-05-13 15:56:08
 General Network = Network Configuration
¥ Network Installed Certificate
MNetwork Configuration
¢ ®) Create Self-Signed Certificate Automatically
Port Settings

O Create Self-Signed Certificate Manually

upnpP Create ]

wifi
Certificate Info
SNMP
»HTTPS Subject Mame C=TW 5T=Asia L=Asia,0=PROPHET Technology Inc.,OU=PROPHET Technology Inc.

CN=ipcam@surveon.com,V=3650

» Video & Audio State: active

» PTZ

» Recording
Remove

¥ Event Notification

3 gystem

Click oRemoved to delete the set certificate if you wish to change the

setting.



Or Select Self-Signed Certificate Manually and click 0Created to have the
certification authority manually. A window will be prompted for creating

certificate information .

Create a certificate

Certificate Setting
Country: ™
State Or Province: Asia
Locality: 3650
Organization Unit: PROPHET Technology Inc.
Common Mame: 172.30.10.109

Validity(1~9999Days):  TW

[ oK | | _ cancel |

Edit the information in the files if necessary and click 0OKo6 to confirm the
setting. Once succeed, you will see the Certificate Info in the next section of

this web page.

admin  2014-05-13 16:07:37

Live View | Seflincs | Logout | Help
Metwork = Network Configuration

» General
¥ Network Installed Certificate
Network Configurati
Fiwerk toflguration ® Create Self-Signed Certificate Automatically
Port Settings

() Create Seli-Signed Certificate Manually

UPnP Create

Wifi
Certificate Info
{E&)IMF'
SHTTPS Subject Mame: C=TW,5T=Asia L=3650,0=PROPHET Technology Inc, OU=PROPHET Technology Inc.

CN=ipcam@surveon.com V=TW
» vVideo & Audio State: active
»p1Z
¥ Recording —
_ Remoe

* Event Notification

¥ System

Click 0Remove6 to delete the set certificate if you wish to change the

setting.
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Video & Audio Settings
Video and audio are the heat of a network camera's functionality. The
settings for video and audio can be found under Settings > Video & Audio .

Under this section, you can access basic video and audio settings, video

appearance parameters, video stream settings, as well as audio parameters.

Live Wiew | Seffings | Logout | Help admin 2014-06-11 16:38:17
» General Video & Audio > Basic Settings
 Network Basic Settings
¥ Video & Audio Video Orientation: [ Flip [ Mirror
»Basic Seftings Stream Buffer ® of O on
Image Appearance FPS\BitRate Display @ off O on
Video Streams
E Text Overiay Settings
Privacy Mask Include Date Include Time [] camera Name
Audio
Video Codec Setting
» PTZ ~ o~ =
H.264 Profile: (U Baseline L Main @i High
»» Recording
¥ Event Motification
» system " .
OK Cancel

Basic Settings
Basic settings pertain to simple live -view tweaks. These parameters can be

found under Video & Audio> Basic Settings .

Video Orientation
In certain mounting situations, the default video output may not be oriented
correctly. This setting allows you to change the orientation of the output
video.

0 Flip - flips the image vertically.

o Mirror - flips the image horizontally.

, BNC Out
0 NTSC
o PAL

0 Disable



Stream Buffer
o Off

o On

FPSBitRate Display
o Off

o On

Text Overlay Setting
The text overlay involves is the text displayed in the black bar at the top of
the output screen . You can display multiple text messages at the same time.
(Only the camera name will display if the resolution is 160 x 120) .

Include Date - Displays the current date.

Include Time - Displays the current time.

Camera Name - Displays the name of the camera.

5

Video Codec Setting
H.264 profile can be further set to:

BaseLine - restricts the encoder to certain basic features onl y for mobile
applications.

Main - is used for standard-definition digital TV broadcasts that use the
MPEG4 format as defined in the DVB standard .

High - is used for high-definition broadcasts and disc storage applications.
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Image Appearance

These settings, found under Video & Audio > Image Appearance , deal with

the video output of the camera. There are two tabs, Image Attributes and

Sensor Configuration, as well as Advanced Settings.

Live View

> General

» Network

¥ Video & Audio

Basic Settings

¥ Image Appearance
»Basic
Advance

Video Streams
ROI
Privacy Mask

Audio

» p1Z

¥ Recording

> Event Notification

3 System

Mode Panel

Video & Audio = Image Appearance

Image Appearence Settings

2014

admin 2014-05

]  Mode Panel
DayiNight Mode: Day mode
Chroma
Suppress: On

Suppress Level: G—je— )

Suppress Start: —J_ 20

Suppress Eng: 10
Focus Value
Display: off
Dead Pixel
Correction: On

® Day Profile ) Night Profile

Brightness:

Contrast

Saturation:

Sharpness:

Frequency:

Exposure Mode

Max Shutter Speed:

Min Shutter Speed:

WDR:

Mode:

AGC

—_— 50
i) 40
— ) 25
) 60
[6orz
© Fixed ® Auto
[1130
[1/2000
OoFF @®@bDwor O BLC
[Auto
) 60

[—rT—

Day/Night Mode - Sets the day (color) and night (black and white, IR cut

filter off where applicable.) Night mode sacrifices color information to

produce a clear picture with less light.




5

Auto Mode - The camera will determine when the light levels require a

switch.
Mode Panel

Day/Might Mode: |.+’-".um mode ﬂ
Sensor Type: (® Light Sensor ) Image Sensor
Night e -
Threshald: 3 T _JDK
Day Threshold: & [1~255) DK-

Focus Value

Display: |Dﬁ v

Dead Pixel

Correction: IO” ﬂ

Sensor Type d The sensor can be selected to

(0]

(0]

Light Sensor
Image Sensor

Night Threshold - The threshold which the camera will switch to

night mode.

Day Threshold - The threshold which the camera will switch back
to day mode.

Focus Value Display 6 On/Off
Dead Pixel Correction 60On/Off
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5

Day mode - Forces day mode.

Chroma Suppress - Reduces the false color phenomena.

Mode Panel
Day/Might Mode: |Day mode
Chroma
Suppress: IO”
Suppress Level: L 60
Suppress Start —;l_ 20
Suppress End: S ) 10
Focus Value
Display: IO'H:
Dead Pixel
Correction: IO”
(0}
0  Suppress Level
0  Suppress Start
0  Suppress End
o Focus Value Display 6 On/Off
o Dead Pixel Correction 60n/Off
s Day Profile
@® pay Profile ) Night Profile
Brightness: =i 50
Contrast: ] 40
Saturation: =i 25
Sharpness: - 60
Frequency: IE-UHZ
Exposure Mode:: O Fixed ® Auto
Max Shutter Speed: |11’30
Min Shutter Speed: |1/2000
WDR: O oFF @®@pwor O BLC
Mode IAuto
AGC - 60




9 Brightness - Adjusts the perceived light inten sity of the image.
Note: In certain situations, the sensor may experience banding issues. In

these cases, please raise the brightness.

1 Contrast d Adjusts the overall difference in the light vs . dark areas.

1 Saturation 06 Adjusts the colorfulness of a color relati ve to its own
brightness.

1 Sharpness - Adjusts the edge contrast of the image.

1 Frequency - The user can choose to compensate for 50Hz or 60Hz
lighting.

1 Exposure Mode &Fixed/Auto

., Max Shutter Speed 0 The user may choose the following shutter
speeds: 1/1s ~ 1/1000000s.

9 Min Shutter Speed &Trhe user may choose the following shutter speeds:
1/ 1s~ 1/2000000s.

1T WDR ANDR dOff /DWDR (Digital Wide Dynamic Range) /BLC(Backlight
Compensation)

1 Auto Iris 8O0n/Off

1 AGGC Automatic gain control (AGC) adjusts the video gain | evel to a

variety of inputs. This setting provides a baseline value for the AGC.
Values higher than this will be darkened, and values that are lower
will be brightened. AGC should be adjusted so that the area of

interest is best lit.
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1 Night mode - Forcesnight mode.

Mode Panel
Day/Might Mode: INight mode ﬂ
IR LED: [On v
gty |OF vl
gssrgcpﬂizil: I On ﬂ

o IR LEDdOn/Off
0 Focus Value Display 6 On/Off
o Dead Pixel Correction 60On/Off

Night Profile
) Day Profile @ Night Profile
Basic Cirl
Brightness: ] 50
Contrast: i) 40
—
Sharpness o 60
Frequency: 60Hz v|
Exposure Mode O Fixed ® Auto
Max Shutter Speed |1f’3[] v|
Min Shutter Speed: 112000 7]
WOR: @ofF ODworR O BLC
AGC — 80

9 Brightness - Adjusts the perceived light intensity of the image.

Note: In certain situations, the sensor may experience banding issues. In

these cases, please raise the brightness.




Contrast dAdjusts the overall difference in the light vs . dark areas.

Saturation 0 Adjusts the colorfulness of a color relative to its own

brightness.

Sharpness - Adjusts the edge contrast of the image.

Frequency - The user can choose to compensate for 50Hz or 60Hz
lighting.

Exposure Mode 98 Fixed/Auto

Max Shutter Speed & The user may choose the following shutter
speeds: 1/1s ~ 1/1000000s.

Min Shutter Speed d&The user may choose the following shutter speeds:
1/ 1s~ 1/2000000s.
WDR &Off /DWDR (Digital Wide Dynamic Range) /BLC(Backlight

Compensation)
Auto Iris 8 On/Off

AGG Automatic gain control (AGC) adjusts the video gain level to a
variety of inputs. This setting provides a baseline value for the AGC.
Values higher than this wil | be darkened, and values that are lower
will be brightened. AGC should be adjusted so that the area of

interest is best lit.
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Advanced Day Profile/Night Profile

admin 2014-05-14 10:18:03

» General Video & Audio = Image Appearance

Image Appearence Settings

> Network
2014-05-14 Mode Panel
¥ Video & Audio
g 3 Day/Night Mode:  |Day mode v
Basic Settings
Chroma T
¥ Image Appearance Suppress: i 5.4
Sasic
»Advance Suppress Level: = 29
Video Streams Suppress Start: w100
ROI Suppress End: ™) 15
Privacy Mask
b Jor ¥
Audio '
Dead Pixel T
Correction: On %
@ Day Profile O Night Profile
il ist Exposure Luminance Ctrl ~ White Balance = Noise Reduction ~ Edge Enhance | Lens Correction
»p1Z
Brightness: ) 50
» Recording
- Contrast: e 10
> Event Notification
Pl St N Gamma Mode: @ Default O User-defined
» system i A 25
Sharpness: k=i 1= 60

The parameters deal with the image lighting and color . Dragging the slider to
increase and lower the value. The adjustments will be shown in the preview

window.

Image Adjust
1 Brightness - Adjusts the perceived light intensity of the image.

Note: In certain situations, the sensor may experience banding issues. In

these cases, please raise the brightness.

1 Contrast dAdjusts the overall difference in the light vs dark areas.
1 Gamma dAdjusts the color error of the image.

9 Saturation & Adjusts the colorfulness of a color relative to its own

brightness.

1 Sharpness - Adjusts the edge contrast of the imag e.



Exposure

® Day Profile () Night Profile
Image Adjust Exposure Luminance Ctrl ~ White Balance = Moise Reduction ~ Edge Enhance  Lens Correction
Frequency: 60Hz V]
Exposure Mode:: ) Fixed ® Auto
Max Shutter Speed: |1.F1 |
Min Shutter Speed: |1."QUUU ﬂ
WDR: O oFF @pDWDR O BLC
Mode: Auto v

The parameters deal with the image lighting and color . Dragging the slider to
increase and lower the value. The adjustments will be shown in the preview

window.

Frequency &Reduces flickering caused by the difference in frequency
of the system and the environment lighting. The user can choose to

compensate for a 50Hz or 60Hz lighting.

Exposure Mode &Sets how the camera captures images. Longer
shutter times allow more light into the sensor, resulting in a cleaner

picture, however longer shutter times can result in motion blur.
o Fixed

o Auto dThe camera will automatically change the shutter speed
and gain balance between image quality and frame rate when

there is insufficient light to preserve both.
1 Max Shutter Speed d&Can be selected from 1/1 to 1/1000000.
1 Min Shutter Speed dCan be selected from 1/1 to 1/1000000.

1 WDRA Can be set as off to disable this functionality, set as DWDR or
HDR (for CAM4471V/M -MPonly) to enable the functionalities.

1 Mode 6 Auto/Manual
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Luminance Ctrl

@ Day Profile © Might Profile
Image Adjust Exposure Luminance Ctrl White Balance Moise Reduction  Edge Enhance Lens Correction
Target Luminance: | 80
AGC i 60

Target Luminance - Adjusts the lightness of the image.

AGC- Automatic gain control (AGC) adjusts the video gain level to a

variety of inputs. This setting provides a baseline value for the AGC.

Values higher than this will be darkened, and values that are lower

will be bri ghtened. AGC should be adjusted so that the area of

interest is best lit.

White Balance

@ Day Profile O Night Profile
Image Adjust Exposure Luminance Cirl White Balance Moise Reduction  Edge Enhance Lens Correction
White Balance: MWB v
R Gain: e 55
B Gain: ) 75

This setting allows users to choose the color balancing method used.
1 AWB- Automatically chooses white level.

1 MWB - The user must specify the red and blue gain level s to achieve

the correct white level.
0 R Gain- The gain applied to the red video channel.

o0 B Gain- The gain applied to the blue video channel.



Noise Reduction

@ Day Profile ) Hight Profile
Image Adjust Exposure Luminance Ctrl White Balance Moise Reduction  Edge Enhance Lens Correction
De-noise Mode |2D v
Mode: |Aut0 v

. De-noise Mode d Removes video noises.
0 OFF- Can be set to disable this functionality
0 2DNR dReduces noises.

0 3DNR 0 Reduces noises in low light conditions and even with

moving objects.
o BLENDOABIends 2DNR and 3DNR to create clear images.
Mode & Auto/Manual

Edge Enhance

® Day Profile ) Night Profile
Image Adjust Exposure Luminance Ctrl White Balance Moise Reduction  Edge Enhance Lens Correction
Noise Sensitivity: - 5
Edge Strength Clip: —_— g

Noise Sensitivity dSenses the noise

Edge Strength Clip d Enhances the edges of the image.
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Lens Correction

@® Day Profile ) Night Profile

Image Adjust Exposure Luminance Gt~ Whits Balance  Noise Reduction  Edae Enhance _

Lens Correction: Pincushion #2

Correct the b arrel distortion s and pincushion distortion s of images while using

wide-angle lenses.



B

Schedule for day mode - Allows the user to set a time for day/night

transitions.

Mode Panel

DayiNight Mode: | SEREaUIE oAy mode
From: 6:0 (HH:MI) Ok
To: 13:0 (HH:MI) | Ok

Focus Value

Display: |Off ﬂ
Dead Pixel

Caorrection: IO” ﬂ

o From: - The time, in hours and minutes, when the camera will be

in day mode.

o0 To: - The time, in hours and minutes, when the camera will

switch to night mode.
0 Focus Value Display 6 On/Off
o0 Dead Pixel Correction 900On/Off
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Digital Input - The Camera automatically removes the IR cut filter

Dl triggers.
Mode Panel
Day/Might Mode: IDigitaI Input ﬂ
High Profile: Day [V when Di status: High
Low Profile: m when DI status: Low
Display|OF &
gs?rf:giiiil: I On ﬂ
o High Profile - Day/Night.

Low Profile - Day/Night.
Focus Value Display 6 On/Off
Dead Pixel Correction 0 0On/Off

when



Video Streams

The configuration for video streams, including resolution, frame rate and

image quality parameters can be found under Video & Audio > Video

Streams.
| Logout | Help admin
¥ General Video & Audio = Video Streams
 Network Field of View
¥ Video & Audio Field of View: EMP 1920P (Max. 14fps) |v|

Basic Seftings

Image Appearance Video Stream 1 Settings
»Video Streams Video Format b o264 =
ROl Video Resolution [1920P2560x1920) []
Privacy Mask Video Frames per Second: @ [14 ") O (1~30)
Audio Key Frame Interval: Ih
‘Video Quality Settings
»p1Z

O
=)
=
=3
o
@
<

@® Constant Bit Rate ®

O Fixed Quality. | v

O (32-20480)kbps

* Recording

% Eyent Motification

» System Video Stream 2 Settings

Video Format: H.264 ™)

Video Resolution IQVGA(320x24[)} ~
[14 v O (1-30)
Key Frame Interval: |1 sec v

Wideo Quality Settings
@ ConstantBitRate: @ [512 kbps v O (32-20480)kbps
O Fixed Quality | v

‘Video Frames per Second: .@

When No Motion Settings

[ Enable

video Stream 1
Video Frames perSecond: |5 | (130)
Constant Bit Rate Braz ] (32-20480)kbps

video Stream 2
Video Frames perSecond: [0 | (130)
Constant Bit Rate El2 ] (32-20480)kbps

Mo Motion Post Setting: - l

10 s (Mormal change to no motion)

VWhen Network Disconnection Setting

[ Enable

video Stream 1
Video Frames perSecond: [0 | (130)
Constant Bit Rate El2 ] (32-20480)kbps

video Stream 2
Video Frames perSecond: [0 | (130)
Constant Bit Rate El2 ] (32-20480)kbps

oK ] Cancel |
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FoV can be defined as the width and height of a scene to be monitored.
Different Fields of View are available for selection, 3MP 1536P (Max. 30fps),
5MP 1920P (Max. 14fps) and Full HD 1080P (Max. 60fps).

The page is split into settings for 2 streams. Common settings are:

Video & Audio = Video Streams

Video Stream 1 Settings

Video Format: IH_254 v

Video Resolution: |960P(1280x960) v

Video Frames per Second: ®© |3g v ® 15 (1~30

Key Frame Interval: |1 sec ﬂ

Video Quality Settings
®) Constant Bit Rate: o |4 Mbps ﬂ ® 4096 (32-10240)kbps
O Fixed Quality | v

Video Stream 2 Settings

Video Format: |H_264 ﬂ

Video Resolution: I ﬂ

Video Frames per Second: ® |3g ﬂ O 15 {1~30

Key Frame Interval: |1 sec ﬂ

Video Quality Settings
®) Constant Bit Rate: ® I ﬂ ® 512 (32-10240)kbps
O Fixed Quality: | v

Video format - The compression format for the video stream.

0 H.264 - Provides the best compression, and clear picture, but

is processor intensive.

0 MPEG4 - Provides more compression that MIPEG, hut loses
picture quality.

0 MJIPEG- Provides minimal compression, with the best picture
quality. Each frame is stored as a discrete JPEG. This option is

only available in Stream 1.

Video Resolution - Sets the resolution of the video output. The

following opt ions are available: QSXGA (2560x1920, Stream 1 only),
QXGA (2048x1536, Stream 1 only),1080P (1920 x 1080, Stream 1 only),
SXGA (1280 x 1024, Stream 1 only),960P (1280x960 Stream 1 only),
720P (1280 x 720),D1 (720x480), VGA (640x480), QVGA (320x240
Stream 2 only).



Video Frames per Second - Sets the number of frames per second. 1,

3, 5, 10, 15, 20, 25, 30 FPS are possible values. You can also choose to

type in the values you want (the range is from 1~30).

Key Frame Interval

- Sets the period between mini mally compressed

recovery frames that don't require other video frames to decode. 1/4s,

1/2s, 1s, 2s, 3s, and 4s are possible values.

Video Quality Settings - Sets the quality of the video image.

o Constant Bit Rate - In this mode, the camera will maintain a

constant bit rate output, regardless of video quality. Bit rates

available are dependent on the video resolution chosen , and

range from 256 kbps to 6 Mbps. You can also choose to type in

the values you want (the range is from 32~10240).

o Fixed quality

- In this mode, the camera will attempt to

maintain a constant quality output, up to a maximum

bandwidth of 10 Mbps.

Settings can be further defined when no motions occur.

Enable this option to adjust the Video Frames, Constant Bit Rate for Video

Stream 1 and 2.

VWhen No Motion Settings

Enable

Video Stream 1

Video Frames per Second:

Constant Bit Rate:

Video Stream 2

Video Frames per Second:

Constant Bit Rate:

Mo Motion Post Setting:

6144

30
512

(1-30)

(32-10240)k

(1-30)

(32-10240)kb

bps

ps

31 s (Mormal change to no motion)
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Settings can be further defined when the network disconnection occur.

Enable this option to adjust the Video Frames, Constant Bit Rate for Video

Stream 1 and 2.

VWhen Hetwork Disconnection Setting

Enable

Video Stream 1

Video Frames per Second:

Constant Bit Rate:

Video Stream 2

Video Frames per Second:

Constant Bit Rate:

20

512

30

512

(1-30)

(32-20480)kbps

(1-30)

(32-20480)kbps



ROI Settings

Use the Region of Interest (ROI) to execute different functions in one image.

1 Window Settings

T

o0 Window Name 9 Specify a name for a different window.

0 Delta Quality dCan be selected from -10 to +10.

o Encoding Frame interval & Can be selected from 1 to 1000.

Background Window Encoding Frame Interval
to 1000.

d Can be selected from 1

83



































































































































































































