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Preface

This application note instructs you on how to set up the failover function and identify

the failover function's status.

We strongly recommend you to create at least one dual RAID, one RAID for NVR's

record, and another RAID for protected server failover's record.

In this case, we created two RAIDs:
1. One NVR normal record to drive E.

2. Two protected server failover record to drive F

This case uses two NVR 3308: NVR 1 for failover server and NVR2 for protected

server.

Product model Firmware version

Surveon Linux base NVR 4.0 or above version

NVR1 is failover server NVR2 is protected serever

NVR1 with Failover NVR2 under
function protection

This document has seven sections:

Creating the first RAID for NVR normal record

Creating the second RAID for protected server failovers record

Adding a protected server

Setting up the failover function

Identifying the protected server offline and failover server's failover status
Setting up Alarm rule

Setting up EonOne Lite Email notification (only for NVR5400 / NVR 7300 series.)
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1. Creating the first RAID for NVR normal record

For this procedure, we use NVR3308. Take note that before turning on the NVR,
ensure that you inserted the correct number of disks to create the first RAID. In

this case, we use 3 disk drives.

To create the first RAID:
1. Turn on the NVR then run the installation wizard.

Welcome

Choose your language

English

2. Confirm the number of your hard drives for your first RAID, then click Next.

Confirm the number of your hard drives

I
3 hard drives

detected NVR3308

Yes and proceed

No and shutdown

If the detecting result is not correct, shutdown and checl

Note: We use 3 disks in this case.



3. Select the RAID level, then press Next.

Recording plan

Disk usage

Non-RAID " RAID 5 RAID 6 RAID 1

No Protection,

Good Protec stter Protec Jes| -
maximum capacity Good Protection Better Protection Best Protection

Default recording behavior

“ Always

Note: We strongly recommend you to set up RAID 6 for better RAID

protection.

4. Set up the time, then click Next.

Perth, Singapore, Hong Kong, Taipei

ent time

Time Synchronization

] Make NVR as time server

[ Sync with NTP time server




5. Configure the basic settings, then click Next.

Basic settings

Server name
[
Default account

Account

B Use default password

6. Set up your network settings, then click Next.

Network

+ Use fixed IP

ce on this NVR

Refresh




7. Confirm the summarized information of your configured settings, then click
Next.

Summary

Recording plan Basic settings
v RAID 5 er name:NVR3104
.~ Always recording Use default password for admin

Time Local display
" Current time zone:(GMT +8:00) Beijing, Perth, Singapor... +* Standard
" Current time:Tue Apr 24 11:30:3
 Apply ime sync setlings to all added cameras Network
+* LAN1:Use fixed IP:61.216.2.84

8. After the NVR has completed the creating of the first RAID, press Finish.

All complete

You are ready to run VMS now.Click Finish to exit the wizard. You can adjust the seftings later in the setup page

Finish




9. Click OK.

All complete

You are ready to run VMS now.Click Finish to exit the wizard.You can adjust the settings later in the setup

e done, please go to
/Export to save
s for future

ick to add them now

You can also add cameras |ater in the setup page

Finish




2. Creating the second RAID for protected server

failovers record

After creating the first RAID, shut down the NVR3308 and insert the disks for the

second RAID creation.

To set up the second RAID:
1. Turn on the NVR 3308.
2. From the NVR3308 interface, enter in local client, then click Setup > Record >

Storage.

3. In Storage Manager, you can see the first RAID that was created. Click Setting.
| === sStorageManager 0000 F3

Storage Usage

Used(11.827%) 656.46(GB) total §553.75(GB)

Details
Disk Type | Logical Drive  RAID Level 3) | A (GB} | Online Data Type | Enable/Disable

1 SATA = NON RAID 553.75 4897.29 Yes LOG.VIDEO Enable

Advanced Settings

Disk detection: Join NVR Server disk allocation Setting

Close




4. Select a RAID level for the second RAID.

Note: We recommend you to select RAID6 or RAID5 for better RAID

protection.

5. Click Create Logical Drive.

Advanced Settings

5246256MB

6. Click Continue.
x

skis).All data on your disk|

Continue




7. Click X to close the Advanced Settings window. This re-flashes the storage

information.

Advanced Settings

oMB

8. Click X to close the Storage Manager window. This re-flashes the storage

information.

Storage Manager

Storage Usage

Used( 7(GB),total 371
Details

Disk Type  Logical Drive RAID Level Drive Size(GB)  Available Size{(GB) | Online Data Type  Enable/Disable

Information

Advanced Setfings

Disk detection: Join NVR Server disk allocation
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9. Click Storage.

= NVR3308
e camera

[Eh External
Gl v

)

A ram

L Account

Hetwork

] systom

,{ Maintenance

10. The Storage window displays the newly-created second RAID. Click the
second RAID, then click Edit.
[ Storage Manager

Storage Usage

Used(22.52%) 740.66(GB),total : 71(GB)
Details
Disk Type  Logical Drive | RAID Level

1 RAID E

2

Advanced Settings

Disk detection: Join NVR Server disk allocation

Drive Size(GB) | Available Size{GB) | Online Data Type Enable/Disable

543.6 0. Yes

LOG.VIDEO Enable

Information
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11. Uncheck Enable and NVR_video. The Logical Drive F is only for failover

recording, so this folder is only for normal recording.

-nabile

Logical Drive F

Data Type

Jqdea MNVER_video

Recover the RAID system, when RAID is in pending
status

Cancel
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3. Adding a protected server

To add a protected server:
1. From the NVR3308 interface, enter in local client, then click Setup >
WorkGroup > Multiple NVR.

2B EAG 2018-04-23 16:14:49 & admin
VMS Setup

NVR3308

I: Multiple NVR

Drag Camera Hero

A ram
& Account

Network

[mm] systom

4% Maintenance

Drag Camera Here

2. Click Add.
Mumiplenva

3. Enter the protected server’s IP address (NVR2), then click OK.

Note: Both protected server and Failover server must in same IP domain.

Add NVR x
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4. Enter the NVR2’s account name and password, then click OK.

Add NVR x

account

Password

Lance

5. When logged in, the Multiple NVR displays the added protected NVR system.

Click Close to exit.
- MultipleNVR 3

NVR Name IP Address License Verslon Online
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4. Setting up the failover function

To set up the failover function:
1. From the VMS Setup window, click FailOver.

el 1 B0 W~ &

NVR3308

FE Multiple NVR

Drag Camera Here

A nam
A Account

Network
Drag Camera Here

(W] systom

3% maintsnance

Drag Camera Here

2. From Setting tab, check Enable FailOver.

allOver x

~' Enable ver

Backup Server: NVR3308

IP Address: 127.0.0.1 Version: 4.0.0 A03
License: 64 Maodel:

Failover License: 32
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3. Enter the FailOver license number, then click OK.
 Ralover

~ Enabl

Backup Server: NVR3308

IP Address: 127.0.0.1 Version: 4.0.0 A03
License: 64 Model:

Failover License 30|

4.0.0 A03 2017-07-18

Note: In this case, NVR3308 has 64 CH licenses. We assigned 32 CH licenses
for failover, so there are only 32 CH licenses that you can use for normal
record in failover server (NVR1). Also, failover server (NVR1) only assigns 32
CH licenses for failover record. If the protected server (NVR2) has more than
32 CH licenses, the failover server can only record the first 32 CH licenses.
For example, if the protected server has 48 cameras and when failover
happens; only the first 32 CH licenses will be protected by the failover

server.

4. Click Yes to confirm restart.

 Confirm P

Reset failover License will need restart service.
Are you sure you want to do this?

Yes
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5. When the service has restarted, check to select a protected server, then

press OK to enable syncing.

Lo T i

+ Enable F

Backup Server: NVR3308

IP Address: 127.0.0.1
License: 64

Failover License: 30

Prote

Version: 4.0.0 A03
Model:

4.0.0 AD3 2017-07-18

)ss the button [Sync
e 190 S W

Tl o Wi

OwW] preaset

6. Press Sync now.

+ Enabl

FailOver

Backup Server: NVR3308

IP Address: 127.0.0.1

License: 64
Failover License: 30

Protected

Version: 4.0.0 A03
Model:

Version

4.0.0 AD3

Note: If the sync is successful, the failover server displays the camera list of

the protected server and syncs all configurations inside the protected server.

If the protected has some changed configurations, enter this GUI again and

click Sync now to re-sync the configuration.
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7. Once the sync is successfully done, a pop-up window appears to confirm

synchronization after re-logging in. Click OK.
| Succeed

Sync it su
Synchroni

2018-04-23 16:18:57

NVR3308

E Multiple NVR

+ Enable F

Backup Server: NVR3308
IP Address: 127.0.0.1
License: 64

Version: 4.0.0 A03
Model:

Failover Licen

4.0.0 A03

admin

Drag Camera Here

Drag Camera Here

Drag Camera Here

9. Use your user account to log in again to VMS Setup.

Username admin

Password

Auto Login

Version: 4.0.0 A0O3

Shut Down
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10. When logged in, go to Setup > WorkGroup > FailOver.

2018-04-23 16:14:49 L admin =

NVR3308

L_‘E Multiple NVR

Drag Camera Here

[m] systom Drag Camera Here

55 Maintenance

Drag Gamera Here

11. Click Storage, then assign the drive for your video to be recorded when a
failover occurs.

x
Setling
« Enable Failover
Backup Server: NVR3308
IP Address: 127.0.0.1 Version: 4.0.0 A03
License: 64 Model:
Failover License: 30
Protected ame Address Model jcense Version ast Sy ay Storage Manaaer

v / 192.168.88.10 4.0.0 AD3 2018-04-23 Sync Now Storage

Notes:
*  The path Setting > Record > Storage is for normal record.
*  The path Setting > WorkGroup > FailOver > Storage is for assigning the

failover record to a drive.
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12. From Logical Drive column, select E, then click Edit.

Storage Manager x

Storage Usage

Used|(z
Details

LISk lype | LOgikdl DiIVE | RAIL LeVel | LIIVE 2lie(aD) | Avdlidbie Sice(an)  Diling

RAID 5 1746.1 3 Yes Enable

Information

Advanced Settings

Disk detectio join NVR Server disk allocation

13. Uncheck Enable and NVR_video, then click OK.

-nable
Logical Drive F

Data Type »
. jiden MNWR_video

Recover the RAID system, whan RAID is in pending
status

Cancel

Note: In this case, logical drive E is for normal record, so we disable it.
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After this procedure is done, you can see the new icon for protected NVR (NVR2)

and the camera now belongs to the said NVR.

21



5. Identifying the protected server offline and

failover server's failover status

When a failover happens, it takes 1 to 3 minutes for the failover server to take
over the record.

Identifying the offline status of the protected server

If a protected server is offline, the protected server icon turns red.

Live View Playback

- - NVR3308 w0
Q &

Identifying the failover status of the failover server

The failover icon starts flashing and the protected server icon turns red.

FallChrs Slalus

Backuped MVR: NYRI008

BN 4.0,0 A2

Backuped Status: Aciree
@ LB

e | B 4.000 AD2

Wy RIB0E
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It takes about 5 minutes for the failover server to take over the camera’s live view

from the protected server.

nvR300

Also, the failover server takes over the playback from the protected server. When

a failover happens, the time bar turns blue.

eecceo(dooocoo
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6. Setting up an Alarm rule

We strongly recommend you to set up the alarm rule. This rule triggers the NVR

to send an email to alarm you when error conditions happen.

To set up the alarm rule:
1. From VMS, click Setup > Alarm > Email Notification.

2018-04-2316:25:53  Ladmin  [E

NVR3308
A= Rue )x{ Emall Notiication SMS Nolification Drag Camera Here

*'L'[’ Digital 110 * FTP Sefling

(!/n Record
A

L Hecount

Network

[ system

=
) WorkGroup

X Maintenance

Drag Camera Here

Drag Camera Here

2. Select conditions such as RAID Failure, Disk error, Clock alarm (for Failover),
and Video loss (optional), then click OK.

Email Notification Settings
E-mail Servar.

S5L

E-mail Recaivar
E-mail Sender

Account chack

Password

rTemplate

Condiions

E-mall Tithe

E-miall Conbent
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Note: You must set up a specific e-mail notification per condition to avoid
confusion of the alarm notification.

3. Test to verify if the email setting is functional. You can also write down some

notification content. An example is Received disk error in NVR1.
Email Notificatior

E-mail Senar
SEL
Sever Address
E-mail Recaiver
E-mail Sender
MNaod A

Lisamarme

Template
Conditions D=k Errar

E-nall Tithe P Typex |s Happening

E-mail Conbant

Wiile content here.

4. If the email is successfully sent, a pop up window appears. Click OK.

| Succeed | ¢

Test Email Sucessed|
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5. Click OK to save the settings and exit.

Email Notification Settings

E-mail Servar

Wrile co

Canca

6. From VMS, click Alarm > Rule.

VNS Setup

[« camera
_‘:: Rule
=l External
5l v '.1'1-» Digital O
Ll
@) Pecora
@
‘_ Alarm
& Account

, Metwork

(] system

;-rt Maintenance

7. Click OK.

Notification | %

Please don't set Disk Emmor and RAID failure conditions along with other
conditions into a same rule.
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Note: By default, the disk error and RAID failure are already enabled, but
cannot set up the disk error and RAID failure with other conditions in the
same alarm rule. You must create a new rule for other conditions such as
Clock alarm (failover) or video loss (optional).

Since the disk error and RAID failure are already enabled by default, only
select Event Log and Email for this case.

Alarm Rule Setup o

Conditions.

General Motion Detection Deetailz Wissing Oibject Detection Details

Senzor Inpuk

Wirtual

Details Talgake Detection Defails + | RAID Faflure

Deetaiult Action

Click New to create a new alarm rule for other conditions.

-  AlarmRuleSetup ¥

Conditions Action Schedule

RAID Failure eted/Disconnecte

Rule Template VI Template

Conditions

v Disk Deleted/Disconnected/Unmounted/Errors

+ RAID Fallure

ction

~ EventLog r E-Mail

SMS

PTZ Control Alarm Sound Relay Output

Recording Controls Video Popup/E-Map FTP

Speak Out
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10. Enter a new rule name, then click Save.
| Add Alarm Rule | ¢

Rule Mame

11. In Conditions list, check Server Active/Clock Alarm and Video loss. In
Actions list, check Event log and E-Mail.

Schedule

Rule Template VI T

Sensor Input

~ Event Log

*  When you check Clock Alarm, a popup screen appears. Just press OK

to confirm and close the popup screen.
| Clock Alarm | %

Trigger Time

Hour: Minute:

0 vy 0

Cancel
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*  When you check E-Mail, a popup screen appears. Just press OK to

confirm and close the popup screen.

 Emal P

Send attachment

nat

Click here to go to Email Server Setting.

Email setting

Cancel

12. When you are done, click Save.
Alarm Rule Setup

Conditions Action

Fule Template

Sensor Input

~  E-Mall
Al

fideo Popup/E-Map

13. When a popup success message appears, click OK.
| Succeed | 3¢

Save rule success

Schedule

Delete
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7. Setting up EonOne Lite Email notification

This procedure is only for NVR5400 and NVR 7300 series.

To set up EonOne Lite Email notification:
1. From VMS user interface, click Setup > Record > EonOne Lite.

2018-04-26 14:17:36 A admin

CAM4421-2

Shutdown Coniinue
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3. When EonOne Lite window appears, type admin in username and password
fields, then click LOGIN.

EonOne Lite Login - Mozilla Firefox
EonOne Lite Login x |\ o

€ @ 127.0.0.1:3816/logir

Welcome to

Password. 0000

B Remember Password

SSL Loain

LOGIN

4. From the upper-right side of the window, click 'l:' > Notification Settings.

= Mozilla Firefox — X

Q

v ¥ KT -.-'.I::::_li-' "..‘ ﬁ E ‘- t

Event Log Action &
Change Passwor
Download / Upload
System Status " "
| Notification Settings
xpo &m Flle

Logout
Healthy

Uptime 0 days 00:48:28

Hardware &
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5. Check Enable Email Notification then configure the e-mails detail

information.

Motification Settings

-

ﬁEnahle Email Natification

Severity  |nformation [* |

Mail Subject |

SMTP Server |

SMTF Port |

Security Mone -

Account |

Password |

Sender Email | —

6. In Severity dropdown list, select Information.

Notification Settings

{4 Enable Email Natification ’

Severity  |nformation |-

Mail Subject |

SMTF Server |

SMTF Part |

Security MNane -

Account |

Password |

sender Email |

Note: This item includes all level’s message information such as warnings,

errors, and critical errors.



7. In Receiver section, click Add.

Notification Settings

Mail Subject |

SMTP Server |

SMTP Part |

Security  Mone

Account |

Password |

Sender Email |
Receiver

Receiver Name

Severity =

Delete

1l

8. Enter the receiver’s email address, select Information in Severity dropdown

list, then click OK.

Add/Edit Receiver Information

Email Address |

Severity

Information

|-|

OK

Cancel
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9. When all is done, click OK to save and exit.

Notification Settings

Mail Subject |

SMTP Server |

SMTP Port |

Security  None -

Account |

Password |

Sender Email |

Receiver

- K x==n




